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Abstract

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) Trunking service between service provider Cox Communications and Avaya IP Office
Release 12.0 and Avaya Session Border Controller Release 10.2.

Cox Communications SIP Trunk Service provides PSTN access via a SIP trunk between the
enterprise and the Cox Communications network as an alternative to legacy analog or digital
trunks. This approach generally results in lower cost for the enterprise.

Readers should pay attention to Section 2, in particular the scope of testing as outlined in
Section 2.1 as well as the observations noted in Section 2.2, to ensure that their own use cases
are adequately covered by this scope and results.

Cox Communications is a member of the Avaya DevConnect Service Provider program.
Information in these Application Notes has been obtained through DevConnect compliance
testing and additional technical discussions. Testing was conducted via the Avaya DevConnect
Program.

HV; Reviewed: DevConnect Application Notes 1of91
SPOC 9/13/2024 ©2024 Avaya LLC. All Rights Reserved. C_IPO12SBC102



1.
2.

3.
4.
5.

Table of Contents

a1l [FTox (o] o RS URUPRPPRTRTRRN 4
General Test Approach and TeSt RESUITS. .......cc.oiiiiiiiiiiiiccee e 4
2.1. Interoperability Compliance TeStING.......ccoueiiiiiiiiiii e 5
N I~ TS A (=TS | SR 6
P2 TR 11 o] o Lo 1 APPSR 6
ReferenCe CONFIGUIALION ..........oiiiiiiiiiie bbbttt se s 7
Equipment and Software Validated ............cccooiiiiiiiicieccce e 10
Configure Avaya IP OffiCe SOIUTION .....c.ooviiiiiiccesiee s 11
T80 I I o] ]| o o TSSO PR PP 13
5.2, TLS MANAGEMENT ... .cciiiiieitieie ettt e bt b et ae e b e e b e e nbe e e nne e 13
ST T V1 (=] 1 IS T=1 11 LSRR 15
531, SyStEM — LANL TaD ..ottt 15
5.3.2.  System — Telephony Tah ... 18
5.3.3.  SYSEM — VOIP TaD ..ot 19
D4, TP ROULE.....etee ettt ekt e e b et e bt e R bt e b e e e Re e bt e enn e e b e e e e e nneeenes 21
5.5, AAMINISIEN SIP LINE...c.iiiieiiiie ettt e e e e te e te e sraeteeneesraeneesseesseeneenneenes 23
5.5.1. Create SIP Line from an XML Template ..........cccceviiiiiiiiieiicsic e 24
5.5.2.  Create SIP Line ManuUally...........ccoiiiiiiii e 27
5.6. 1P Office Line in Primary SYSIEM ......ccoiiiii it 32
5.7.  IP Office Line in EXPanSION SYSTEM .......oiuiiiiiiiiiriinisieee et 34
5.8.  OULDOUNT SNOIt COUE...... oottt ettt s e e e 36
SIS TR U LT U ROTPRTRPR 39
5.10.  INCOMING Call ROULE........uiiiiiiiiieiie ettt sre e 42
511, SAVE CONTIGUIALION ...ttt e et 45
Configure Avaya Session Border Controller............oocooveiieiiiicce e 46
6.1.  LOQ iNt0othe AVAYa SBC ......cccoiiiiiiiieiei et 46
6.2, SErver INtEIWOIKING........ccoiiiiie ettt reenenne s 49
6.2.1.  Configure Server Interworking Profile — Avaya IP Office...........cccocoiviiiiniiiiiinne 49
6.2.2.  Configure Server Interworking Profile — Cox Communications.............cccevvvvveiveennnns 50
6.3, CONTIGUIE SIP SEIVET ..ottt r et 51
6.3.1. Configure SIP Server — AVaya Site .........ccceiveiiiieiieie e 51
6.3.2.  Configure SIP Server — COX COMMUNICALIONS ........coveieierieriiriesiesi e 54
Figure 49 — Cox Communications SIP Server — Registration ............ccccoevveveiiievecvie e 57
8.4, ROULING ..ottt bbbkt b bbbt e ettt b b 57
6.4.1. Configure Routing — Avaya IP OffiCe .......ccccveiiiiiiice e 57
6.4.2. Configure Routing — CoxX COMMUNICALIONS .........coviieieiiieniesie st 59
6.5. Configure TOpoIlogy HIdING .......c.coiiiiiieii e 60
6.5.1. Configure Topology Hiding — AVaya SIte.........ccceeieriiiieiiieie e 60
6.5.2.  Configure Topology Hiding — Cox CommuNICAtiONS............ccceeveiveriesieiieriesieseenns 61
6.6.  DOMAIN POIICIES ..ottt ettt e ne e steete s e nneeneenne e 62
6.6.1. Create Application RUIES ...........coiiiiiice e 62
6.6.2.  Create Media RUIES.........cci it nte e 62
6.6.3.  Create ENAPOINt POIICY GrOUPS .....cveiveeiiiieitieiie sttt 63
B.7.  NEIWOIK & FIOWS ..ottt ne et e e neesreenaenne e 65
HV; Reviewed: DevConnect Application Notes 20f91

SPOC 9/13/2024 ©2024 Avaya LLC. All Rights Reserved. C_IPO12SBC102



6.7.1.  Manage NetWOrk SELHINGS.......ccociiiiiieciece st re e 65
6.7.2.  Create Media INtErTaCES .......cuoiiei ettt enee s 68
6.7.3.  Create Signaling INterfaces.........ccociiiiiii i 69
6.7.4.  CoNFIQUIe SEIVEr FIOWS ......cc.oiiiiiiiieicc e 70
7. Cox Communications SIP Trunk Configuration ...........ccccceeiieiiieiiieiie i 74
8. VETITICATION STEPS ..ottt bttt bbbttt b bbbt 75
T O] (o 1] oo OO UUPUR TP 77
10. AdItIONAl RETEIENCES. .. .cviirieitieii ettt ettt e st e e e seesaeeteeneesreenseaneenneenes 77
11. Appendix - Cox Managed CPE Configuration ............cccooieiiiioiie i 78
11,1, CoxX Managed CPE LOGIN......ccoiiiiiiiieie ettt 79
11.2. Network ConfIQUIAtION.........oiiiiiieiie e reenreas 80
11.3. VLAN CONFIQUIALION. .. .cuiiiiiiiiiiiieieie ettt bbb sre s 82
114, VOIP SEEINGS ....viiiiieiie ittt st e e e s b e e s rb e e beeerb e e sbeeanbeereas 83
11.5. B2BUA Trunking ConfigUIatioN...........ccoceiiiiiiiieiiieie e 85
11.6.  Trunking Group ConfigUuIatioN...........ccveiiiiiiieiieeiie st reas 90
HV; Reviewed: DevConnect Application Notes 30f91

SPOC 9/13/2024 ©2024 Avaya LLC. All Rights Reserved. C_IPO12SBC102



1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol (SIP)
Trunking service between Cox Communications and an Avaya IP Office solution. In the sample
configuration, the Avaya IP Office solution consists of Avaya IP Office Server Edition Release 12.0,
Avaya IPO Voicemail Pro, Avaya Workplace for Windows (SIP mode), Avaya H.323, Avaya SIP,
digital and analog deskphones. The enterprise solution connects to the Cox Communications
network via the Avaya Session Border Controller (Avaya SBC). Cox Managed CPE (Edgewater
EdgeMarc 2900E SIP Application-Layer Gateway) is included as part of the Service Provider
service and not as part of the CPE solution (See Section 11 Appendix for more information).

The Cox Communications referenced within these Application Notes is designed for business
customers. The service enables local and long distance PSTN calling via standards-based SIP trunks
as an alternative to legacy analog or digital trunks, without the need for additional TDM enterprise
gateways and the associated maintenance costs.

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office
connecting to Cox Communications via the Avaya SBC.

This configuration (shown in Figure 1) was used to exercise the features and functionality tests
listed in Section 2.1. Note: NAT devices added between Avaya SBC and the Cox Communications
network should be transparent to the SIP signaling.

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect members. The
jointly-defined test plan focuses on exercising APIs and/or standards-based interfaces pertinent to
the interoperability of the tested products and their functionalities. DevConnect Compliance Testing
is not intended to substitute full product performance or feature testing performed by DevConnect
members, nor is it to be construed as an endorsement by Avaya of the suitability or completeness of
a DevConnect member’s solution.

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in this DevConnect
Application Note included the enablement of supported encryption capabilities in the Avaya
products. Readers should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in any non-Avaya solution component is the
responsibility of each individual vendor. Readers should consult the appropriate vendor-supplied
product documentation for more information regarding those products.
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2.1. Interoperability Compliance Testing

A simulated enterprise site with Avaya IP Office and Avaya SBC was connected to Cox
Communications. To verify SIP trunking interoperability, the following features and functionality
were exercised during the interoperability compliance test:

Incoming PSTN calls to various phone types. Phone types included H.323, SIP, digital, and
analog phones at the enterprise. All inbound PSTN calls were routed to the enterprise across
the SIP trunk from the service provider

Outgoing PSTN calls from various phone types. Phone types included H.323, SIP, digital,
and analog phones at the enterprise. All outbound PSTN calls were routed from the
enterprise across the SIP trunk to the service provider

Inbound and outbound PSTN calls from/to the Avaya Workplace for Windows (SIP)
Inbound and outbound long hold time call stability

Various call types including: local, long distance, international call, inbound toll-free,
outbound toll-free, outbound calls to Assisted Operator, 411 Local Directory Assistance call,
911 Emergency call during the compliance testing

SIP transport UDP/RTP and Port 5060 between Cox Communications and the simulated
Avaya enterprise site

Codec G.711MU

Caller number/ID presentation

Privacy requests (i.e., caller anonymity) and Caller ID restriction for inbound and outbound
calls

DTMF transmission using RFC 2833

SIP OPTIONS queries and responses

Voicemail navigation for inbound and outbound calls

Telephony features such as hold and resume, transfer, and conference

T.38 fax and G.711 pass-through mode

Off-net call forwarding

Off-net call transfer

Twinning to mobile phones on inbound calls

SIP Trunk registration between Avaya SBC and Cox Managed CPE

Remote Worker. Avaya Workplace for Windows (SIP) was used to test remote worker
functionality. Note: Remote Worker was tested as part of this solution. The configuration
necessary to support remote worker is beyond the scope of these Application Notes and are
not included in these Application Notes. For these configuration details, see Reference [8] in
Section 10.

Item not supported include the following:

TLS/SRTP SIP transport

Call redirection to the PSTN using the SIP REFER method was not tested during the
compliance test, Cox Communications did not fully support it. Cox Communications
confirmed that SIP REFER is only supported without sending a NOTIFY message.
Therefore, the SIP RE-INVITE method for call redirection to the PSTN was used instead.
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2.2. Test Results

Interoperability testing of Cox Communications was completed with successful results for all test
cases with the exception of the observation described below:

e The Cox Managed CPE equipment did not forward SIP Diversion headers (or PAI headers)
to the Cox Communications network during call forward scenarios to the PSTN. This
behaviour had no negative impact on the forwarded calls. It is being mentioned here simply
as an observation. This issue should be fixed in a future firmware release for the Cox
Communications Managed CPE equipment residing at the enterprise.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit:
http://support.avaya.com.

For technical support on Cox Communications SIP Trunking, contact Cox Communications at
http://www.cox.com.
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3. Reference Configuration

Figure 1 below illustrates the test configuration. The test configuration shows an enterprise site
connected to Cox Communications through the public internet. For confidentiality and privacy
purposes, actual public IP addresses and DID numbers used in this testing have been masked out and
replaced with fictitious IP addresses throughout the document.

The Avaya components used to create the simulated customer site included:
e |P Office Server Edition Primary Server
e |P Office Voicemail Pro

IP Office Server Edition Expansion System (IP500 V2)

Avaya Session Border Controller

Avaya 96x1 Series IP Deskphones (H.323)

Avaya 11x0 Series IP Deskphones (SIP)

Avaya J129 IP Deskphones (SIP)

Avaya 1408 Digital phones

Avaya Analog phones

Avaya Workplace for Windows (SIP)

Avaya Workplace for Windows (SIP) for remote worker.

The Primary Server consists of a Dell PowerEdge R640 server, running the Avaya IP Office Server
Edition Linux software Release 12.0. Avaya VVoicemail Pro runs as a service on the Primary Server.
The LANL1 port of Avaya IP Office is connected to Avaya SBC internal interface. The Avaya SBC
external interface is connected to Cox Managed CPE LAN interface while Cox Managed CPE WAN
interface is connected to Cox Communications’ network via public network.

The optional Expansion System (IP500 V2) is used for the support of digital, analog, fax, and
additional IP stations. It consists of an Avaya IP Office IP500 V2 with the MOD DGTL STA16
expansion module which provides connections for 16 digital stations to the PSTN, and the extension
PHONE 8 card which provides connections for 8 analog stations to the PSTN as well as 64-channel
VCM (Voice Compression Module) for supporting VolIP codecs

A separate Windows 10 Enterprise PC runs Avaya IP Office Manager to configure and administer
Avaya IP Office system.

Mobility Twinning is configured for some of the Avaya IP Office users so that calls to these user’s
phones will also ring and can be answered at configured mobile phones.
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Avaya IP Office Expansion System (V2) — IP 500 Vﬁ
-l

PHONE 8 Analog, Fax
DIG DCPx16 V2 Rl g and Digital Endpoints
Avaya IP Office Expansion IP address: 172.16.199.69

A
y H.323 Endpoints
Avaya IP Office Server Edition
Voicemail Pro / IPO-Media Server
SIP Endpoints
and Soft Clients

-

Avaya IP Office SE LAN IP address: 10.33.10.56 >
DID numbers: 531XXX4176, 531XXX4728, 531XXX7634, 531X XX3647

v

Avaya Session Border Controller

External Interface: 10.33.10.59

Internal Interface: 10.33.10.49

Remote Worker External Interface: 10.10.80.105
Remote Worker Internal Interface: 10.33.10.50

Y

IP Office Manager for
Server Edition

Remote Worker

b

10.33.10.60
= Cox Managed CPE DevConnect Test LAB

A 10.10.80.103 Enterprise site

SIP Trunk

Simulated
PSTN

Mobile Twining with
Cell phone, Digital
phone and FAX

Internet

MetaSwitch GW | Cox Communications

Domain: DUKEBWSSCM-MTC1-SA-
XXXXXX.TC.AT.COX.NET
IP addresses: 192.168.115.74
Transport Protocol: UDP: 5060
Domain: coxbusiness.com

Figure 1 - Test Configuration for Avaya IP Office with Cox Communications SIP Trunk
Service

For the purposes of the compliance test, Avaya IP Office users dialed a short code of 9 + N digits to
send digits across the SIP trunk to Cox Communications. The short code of 9 was stripped off by

Avaya IP Office but the remaining N digits were sent unaltered to Cox Communications. For the

compliance test, outbound calls to Canadian numbers within the North American Numbering Plan
(NANP) were tested. The user would dial 11 (1 + 10) digits. For these NANP calls, Avaya IP Office
would send 11 digits in the Request URI and the To field of an outbound SIP INVITE message, and
it was configured to send 10 digits in the From field. For inbound calls, Cox Communications sent
10 digits in the Request URI and the To field of inbound SIP INVITE messages.

HV; Reviewed: DevConnect Application Notes 8of 91
SPOC 9/13/2024 ©2024 Avaya LLC. All Rights Reserved. C_IPO12SBC102



In an actual customer configuration, the enterprise site may also include additional network
components between the service provider and Avaya SBC, such as a data firewall. A complete
discussion of the configuration of these devices is beyond the scope of these Application Notes.
However, it should be noted that SIP and SRTP traffic between the service provider and Avaya SBC
must be allowed to pass through these devices.
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4. Equipment and Software Validated

The following equipment and software/firmware were used for the sample configuration provided:

Component

| Version

Avaya

Avaya IP Office Server Edition solution

= |PO-Media Server

= Voicemail Pro

= |P Office Manager for Server Edition

= |P Office Expansion System (V2) — IP 500 V2
= |P Office Analogue - PHONE 8

= |P Office Digital - DIG DCPx16 V2

= Primary Server Dell PowerEdge R640 — IPO-Linux-PC

12.0.0.0.0 build 56
12.0.0.0.0 build 56
12.0.0.0.0 build 26
12.0.0.0.0 build 56
12.0.0.0.0 build 56
12.0.0.0.0 build 56
12.0.0.0.0 build 56

Avaya Session Border Controller
running on VMware®-based Avaya appliance

10.2.0.0-86-24077

Avaya 1140E IP Deskphone (SIP) 04.04.33
Avaya 9641G IP Deskphone (H323) 6.8.5.5.1
Avaya 9621G IP Deskphone (H323) 6.8.5.5.1
Avaya J129 IP Deskphone (SIP) 4.0.7.1.5
Avaya Workplace Client for Windows 3.37.0.156.28
Avaya 1408D Digital Deskphone R48

Avaya Analog Deskphone N/A
VentaFax 7.10.258.664
Cox Communications

Cox Managed CPE 16.4.0.1
MetaSwitch GW 4.3.40
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5. Configure Avaya IP Office Solution

This section describes the Avaya IP Office Server Edition solution configuration necessary to
support connectivity to the Cox Communications via Avaya SBC. It is assumed that the initial
installation and provisioning of the Server Edition Primary Server and Expansion System has been
previously completed and therefore is not covered in these Application Notes. For information on
these installation tasks refer to the Additional References Section 10.

This section describes the Avaya IP Office Server Edition configuration to support connectivity to
Cox Communications system via Avaya SBC. Avaya IP Office Server Edition is configured through
the Avaya IP Office Server Edition Manager PC application. From a PC running the Avaya IP
Office Server Edition Manager application, select Start - Programs - IP Office > Manager to
launch the application. Navigate to File > Open Configuration, select the proper Avaya IP Office
Server Edition system from the pop-up window. Log in using appropriate credentials.

IP Offices ‘

R BOOTP 3)
% Operator (3)

& Select IP Office - o X

Name IP Address  Type Version Edition
Server Edition 12.0
I IPO-SE 10.33.10.56 IPO-Linux-PC  12.0.0.0.0 build 56 Server (Primary) [

TCP Discovery Progress

Unit/Broadcast Address Open with Server Edition Manager

10331056 v Refresh Cancel

Figure 2 — Avaya IP Office Server Edition Selection
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The appearance of the Avaya IP Office Server Edition Manager can be customized using the View

menu. In the screens presented in this section, it includes the system inventory of the servers and
links for administration and configuration tasks.

Summary

Figure 3 — Avaya IP Office Server Edition View Menu
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5.1. Licensing

The configuration and features described in these Application Notes require the Avaya IP Office
Server Edition system to be licensed appropriately. If a desired feature is not enabled or there is
insufficient capacity, contact an authorized Avaya sales representative.

Licenses for an Avaya IP Office Server Edition solution are based on a combination of centralized
licensing done through the Avaya IP Office Server Edition Primary Server, and server specific
licenses that are entered into the configuration of the system requiring the feature. SIP Trunk
Channels are centralized licenses, and they are entered into the configuration of the Primary Server.
Note that when centralized licenses are used to enable features on other systems, such as SIP trunk
channels, the Primary Server allocates those licenses to the other systems only after it has met its
own license needs. To verify that there is a SIP Trunk Channels license with sufficient capacity,
select Solution = IPO-SE - License on the Navigation pane and SIP Trunk Channels in the
Group pane. Confirm that there is a valid license with sufficient “Instances” (trunk channels) in the
Details pane.

Configuration | License
K BOOTP (3) License Type Status License Remote Server
4 Operator (3)
=) 4 _: License Mode License Normal
& User(2)
;ﬂ Group(0) Licensed Version 12,0
#X% Short Code(46)
@ Directory(0) PLDS Host ID 741199211161 [
ey :
~ I\'c'::upn'ffc":é?(o) PLDS File Status  Valid
§3 UserRights(9)
i Location(0) Feature Instances Status Expiration Date Source
,I,'ZQ-S:S(Etem 0] Receptionist 4 Valid Never PLDS Nodal
7 Line (1) Additional Voicemail Pro Ports 152 Valid Never PLDS Nodal
<= Control Unit (9) VMPro Recordings Administrators 1 Valid Never PLDS Nodal
4 Extension (2) Essential Edition Additional Voice... 4 Obsolete Never PLDS Nodal
i Userd) VMPro TTS (Generic) ) Obsolete Never PLDS Nodal
2 (SSPZZLrltpC(g]de @ Teleworker 384 Obsolete Never PLDS Nodal
@ Service (0) Mobile Worker 384 Obsolete Never PLDS Nodal
1) Incoming Call Route (4) Office Worker 384 Valid Never PLDS Nodal
IP Route (1) Avaya Softphone Licence 100 Valid Never PLDS Nodal
.‘ VMPro TTS (Scansoft) 40 Obsolete Never PLDS Nodal
: 2;'5"(3"&""6"' © VMPro TTS Professional 2 Valid Never PLDS Nodal
@8 Conference (0) IPSec Tunnelling 1 Obsolete Never PLDS Nodal
&5 Location (0) Power User 384 Valid Never PLDS Nodal
28 Authorization Code (0) Avaya IP endpoints 384 Valid Never PLDS Nodal
IP500 Voice Networking Channels 32 Obsolete Never PLDS Nodal
[SIP Trunk Channels 128 Jvalid Never PLDS Nodal
IP500 Universal PRI (Additional cha... 100 Obsolete Never PLDS Nodal

Figure 4 — Avaya IP Office Server Edition License

5.2. TLS Management

For the compliance test, the signaling on the SIP trunk between IP Office and the Avaya SBC was
secured using TLS. Testing was done using identity certificates signed by a local certificate
authority, Avaya Aura® System Manager. The generation and installation of these certificates are
beyond the scope of these Application Notes. However, once the certificates are available, they can
be viewed on IP Office in the following manner.
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To view the certificates currently installed on IP Office, navigate to File — Advanced — Security
Settings. Log in with the appropriate security credentials (not shown). In the Security Settings
window, navigate to Security — System and select the Certificates tab.

To verify the identity certificate, locate the Identity Certificate section and click View to see the
details of the certificate.

To verify the trusted certificate, locate the Trusted Certificate Store section, select the trusted
certificate and click View to see the details of it.

Security Settings System (1) System: IPO-SE
=- Q[ Secur Switch Name  IP Address System Details Unsecured Interfaces

] g IPO-SE 10.33.1056 identty Certficate

£ @; Services (7) Offer Certificate o]

i Rigth Groups (17) Offer ID Certificate Chain N

§ Service Users (10) tssued To: -
Automatic Certificate Management [ SAN Details Origin v
Automatic Phone Provisioning
Set View Regenerate

Certificate Expiration Waming (days) 60 =
Use Different Identity Certificate For SIP Telephony None v
Received Certificate Checks (Management Interffaces) None v
Received Certificate Checks (Telephony Endpoints) None v
H.323 Security Level Medium v
SIP Security Level Medium v

Trusted Certfficate Store

Installed Certificates System Manager CA
ipofticetoot-U0UcZ508d 3cf avaya.com
| DigiCert SHA2 Secure Server CA
| DigiCert Global Root CA
| ISRG Root X1
|GTS Root R1 v

SCEP Settings

Active O

Request Interval {sec) 120 =

SCEP Server IP | |
Address/Name

SCEP Server Port 443 =

SCEP URI I/ejbca/pubIicweb/appfyz’scep/pkjchem.exe l

SCEP Password I |

Figure 5 — Avaya IP Office Server Edition TLS Certificate
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5.3. System Settings

Configure the necessary system settings. In an Avaya IP Office, the LANZ tab settings correspond to
the Avaya IP Office WAN port (public network side) and the LAN1 tab settings correspond to the
LAN port (private network side). For the compliance test, the LANL1 interface was used to connect
IP Office to the enterprise private network (LAN), LAN2 was not used.

5.3.1. System — LAN1 Tab

In the sample configuration, IPO-SE was used as the Primary Server name and IPOffice_1 was used
as the Expansion System name. The LAN1 port on the Primary Server (Eth0) connects to the inside
interface (enterprise private network side) of the Avaya SBC across the enterprise LAN (private)
network. The LAN1 port on the Expansion System were used to connect to the enterprise LAN
(private) network. The outside interface of the Avaya SBC connects to Cox Communications
network via the public internet.

To configure the LANL1 settings on the Primary Server, complete the following steps. Navigate to
IPO-SE - System (1) in the Navigation and Group Panes and then navigate to the LAN1 - LAN
Settings tab in the Details Pane. Set the IP Address field to the IP address assigned to the Avaya IP
Office Server Edition LAN1 port. Set the IP Mask field to the mask used on the public network. All
other parameters should be set according to customer requirements. Click OK to submit the change.

Configuration | g IPO-SE* v

R BooTP (4) System LAN2 DNS  Voicemail Telephony Directory Services SystemEvents SMTP SMDR VolP  Contact Center Avaya Cloud Services Avaya Push Notification Services
. [CANSettings] ol Network Topology

IP Address 10 33 10 56

IP Mask 255 255 255 0

Number Of DHCP IP Addresses 198 |5
DHCP Mode
O Server O Client @ Disabled Advance d

Figure 6 - Avaya IP Office Primary Server LANL1 Settings
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The VolIP tab as shown in the screenshot below was configured with following settings:

e Check the H323 Gatekeeper Enable to allow Avaya IP Deskphones/Softphones using the
H.323 protocol to register

e Check the SIP Trunks Enable to enable the configuration of SIP Trunk connecting to Avaya
SBC

e Check the SIP Register Enable to allow Avaya IP deskphones/softphones to register using
the SIP protocol

e Input SIP Domain Name and SIP Register FQDN as 10.33.10.56

e The Layer 4 Protocol uses TLS with TLS Port as 5061

o Verify Keepalives to select Scope as RTP-RTCP with Periodic timeout 60 and select
Initial keepalives as Enabled

e All other parameters should be set according to customer requirements

e Click OK to submit the changes

2 IPO-SE* j v

System LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR  VolP Contact Center Avaya Cloud Services Avaya Push Notification Services
LAN Settings Network Topology

H.323 Gatekeeper Enable A
| Auto-create Extension Auto-create User [ H.323 Remote Extension Enable

H.323 Signaling over TLS | Disabled V] 1720

SIP Trunks Enable

SIP Registrar Enable

L | Auto-create Extension/User [[] SIP Remote Extension Enable  Allowed SIP User Agents | Block blacklist only v

SIP Domain Name ‘10.33,10.56 ‘

SIP Registrar FQDN [1033.10.56 ‘

upP UDP Port 5060

Layer 4 Protocol TCP TCP Port 5060
l TLS TLS Port 5061 = 5061
Challenge Expiration Time (sec) 10 =
RTP
Port Number Range
Minimum 40750 |5 Maximum 50750 |2
Port Number Range (NAT)
Minimum 40750 |3 Maximum 50750 |3

Enable RTCP Monitoring on Port 5003
RTCP collector IP address for phones

Keepalives

Scope RTP-RTCP v | Periodic timeout |60 \
Initial keepalives ' Enabled v

DiffServ Settings

B8 I DSCP(Hex) B8 Video DSCP (Hex) [FC DSCP Mask (Hex) 88 SIG DSCP (Hex)

ERIc
D] 4y
AoERIC

46 |3 Dscp 46 Video DSCP 63 DSCP Mask 34 SIG DSCP

DHCP Settings
Primarv Site Specific Option Number (4600/5600) 176 =

| oK | Cancel Help

Figure 7 - Avaya IP Office Primary Server LAN1 VolP
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To configure the LANL1 settings tab for the Expansion System, navigate to Solution = IPOffice_1
- System (1) in the Navigation and Group Panes and then navigate to the LAN1 - LAN Settings
tab in the Details Pane. The IP Address and IP Mask fields should be populated with the values
assigned during the Expansion System initial installation process. Verify the configuration or modify
the values if needed. While DHCP was disabled during the compliance test, this parameter should be
set according to customer requirements. Other settings were left at their default values. Click OK to
submit the change.

Configuration ‘ 7 IPOffice_1* e v |-
x gg:ﬂ%] System LAN2 DNS  Voicemail Telephony Directory Services System Events SMTP SMDR VCM  VolP  ContactCenter Avaya Cloud Services Avaya Push Notification Services
: [tanSettings] volp  Network Topology
IP Address 17216 - 199 . 60
"‘éhf”'(“‘fg_(@ P Mask 255 255 255 0
#m Directe
{“T\n:z:z;\xje(o) Primary Trans. IP Address 0.0 .0 0
a Account Code(0)
& u:::;f‘gm:(gf RIP Mode None v
i Location(0) [ Enable NAT
lfed Number Of DHCP IP Addresses [200 [2
wloyste DHCP Mode
_'_' (;:till Unit @) O Server O Client O Dial In @ Disabled Advanced
4 Extension (24)
§ User ()
2% Group (©)
e Cancel Help
Figure 8 - Avaya IP Office Expansion Server LAN Settings
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5.3.2. System — Telephony Tab

Navigate to Solution = IPO-SE - System (1) in the Navigation and Group Panes (not shown) and
then navigate to the Telephony = Telephony tab in the Details Pane. Choose the Companding
Law typical for the enterprise location. U-Law is used for Switch and Line. Uncheck the Inhibit
Off-Switch Forward/Transfer box to allow call forwarding and call transfers to the PSTN via the
service provider across the SIP trunk. The Hold Timeout (sec) field controls how long calls remain
on hold before being alerted to the user and should be set based on the customer’s requirement. Set
Default Name Priority to Favor Trunk to have IP Office display the name provided in the Caller
ID from the SIP trunk. Defaults were used for all other settings. Click OK to submit the changes.

= IPO-SE
System LAN1 LAN2 DNS Voicemail | Telephony| Directory Services System Events SMTP  SMDR  VoIP Contact Center Avaya Cloud Services Al
Telephony  Park & Page Tones & Music Ring Tones SM CallLog TUI
Dial Delay Time (sec) 4 + Companding Law
; = Switch Line
Dial Delay Count 0 2
Default No Answer Time (sec) 15 £ © U-LawLine
I Hold Timeout (sec) 360013 ] O A-law O A-Law Line
Park Timeout (sec) 300 |5
Ring Delay (sec) 5 B [ 0SS Status
= < Auto Hold
Call Priority Promotion Time (sec) Disabled = O
Dial By Name
Default Currency usb v
Show Account Code
I Default Name Priority Favor Trunk VI S -
II:] Inhibit Off-Switch Fowvard_«"l'ransferl
Media Connection Preservation Enabled v 3
[C] Restrict Network Interconnect
Phonefalback Sy 4 Include location specific information
Login Code C lexi
oil:forZe:w:tmp o Drop External Only Impromptu Conference
MGt 6 | Visually Differentiate External Call
High Quality Conferencing
Complexity J ; - J
Directory Overrides Barring
KiBEollector Configuration [] Advertise Callee State To Internal Callers
[ Send RTCP to an RTCP Collector [ Interal Ring on Transfer

Figure 9 - Avaya IP Office Primary Server Telephony

Navigate to Solution = IPOffice_1 - System (1) (not shown) and repeat the steps above to
configure the Telephony settings for the Expansion System.
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5.3.3. System —VolIP Tab

Navigate to the VoIP tab in the Details pane to view or change the system codecs and VolIP security
settings.

Navigate to Solution = IPO-SE - System (1) in the Navigation and Group Panes and then
navigate to the VolP tab in the Details Pane. Leave the RFC2833 Default Payload as the default
value of 101. The buttons between the two lists can be used to move codecs between the Unused
and Selected lists, and to change the order of the codecs in the Selected codecs list. By default, all IP
lines and phones (SIP and H.323) will use the system default codec selection shown here, unless
configured otherwise for a specific line or extension. The example below shows the codecs used for
IP phones (SIP and H.323), the system’s default codecs and order were used.

Click OK to submit the changes.

Configuration | System 7 IPO-SE*
& BooTP (3) Name System LAN1 LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR Contact Cente
1/ Operator (3) w5 |PO-SE
= *-. VolP Security Access Control Lists
User(2)
% Group(0) Ignore DTMF Mismatch For Phones
8% Short Code(46) Allow Direct Media Within NAT Location O
@& Directory(0)

£7) Time Profile(0) i i i i sous Clients []
& Account Code(0) RFC2833 Default Payload 101 z I

$3 UserRights(9)

5 Location(0) OPUS Default Payload 116

=9 Available Codecs Default Codec Selection
7 Unused Selected
tfomety . Wl e || m—————— | | —
“= Control Unit (9) 711 ULAW 64K 22 G.711 ULAW 64K |
& Extension (2) 711 ALAW 64k G.?HALAWMK‘
§ User(d) [ 6.722 64K G.729(a) 8K CS-A|
2% Group (0) G.729(a) 8K CS-AC| .
9% Short Code (2) [ opus
@ Service (0)
e Incoming Call Route (4)
@ 1P Route (1)
% License (30) e
@8 Auto Attendant (0) L L | L |
€ ARS (1)
28 Conference (0)

Figure 10 - Avaya IP Office Primary Server VolP

Note: The codec selections defined under this section (VolP — VVolP tab) are the codecs selected for
the IP phones/extensions. The codec selections defined under Section 5.5.2 (SIP Line — VoIP tab)
are the codecs selected for the SIP Line (Trunk).

Secure Real-Time Transport Protocol (SRTP) refers to the application of additional encryption and
or authentication to VolP calls (SIP and H.323). SRTP can be applied between telephones, between
ends of an IP trunk or in various other combinations.

Configuring the use of SRTP at the system level is done on the VolP Security tab using the Media
Security setting. The options are:

e Disabled (default)
e Preferred
e Enforced
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When enabling SRTP on the system, the recommended setting is Preferred. In this scenario, IP
Office uses SRTP if supported by the far-end, otherwise uses RTP. If the Enforced setting is used,
and SRTP is not supported by the far-end, the call is not established.

To configure the use of SRTP, navigate to Solution 2 IPO-SE - System (1) in the Navigation and
Group Panes and then navigate to VolP = VolP Security tab on the Details pane.

Set the Media Security drop-down menu to Preferred to have IP Office attempt use encrypted RTP
for devices that support it and fall back to RTP for devices that do not support encryption.

Verify Strict SIPS is not checked

e Under Media Security Options, select RTP for the Encryptions and Authentication fields
Under Crypto Suites, select SRTP_AES_CM_128 SHA1 80

Click OK to commit

7 IPO-SE*

System LAN1 LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR Contact Center

VolP  |VoIP Security] Access Control Lists

Default Extension Password ‘o-"uuu ‘

Confirm Default Extension Password I"“""" ‘

Media Security | Preferred v [] Strict SIPS

Media Security Options

IFnrn.mfinnr. V] RTPI
[ rrCP

lAuthentication RTPI
RTCP

Replay Protection

SRTP Window Size |64

Crypto Suites

SRTP_AES_CM_128_SHA1_80
SRTP_AES_CM_128_SHA1_32

Calling Number Verification

Incoming Calls Handling | Allow All v

Validation Presentation [

0K Cancel Help

Figure 11 - Avaya IP Office Primary Server VolP Security
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5.4. IP Route

Create an IP route to specify the IP address of the gateway or router where the IP Office needs to
send the packets in order to route calls.

To create an IP route for the Primary system, navigate to Solution = IPO-SE - IP Route, right-
click on IP Route and select New (Not shown). The values used during the compliance test are
shown below:

e Setthe IP Address and IP Mask to 0.0.0.0 to make this the default route

e Set Gateway IP Address to the IP address of the gateway/router used to route calls to Avaya
SBC’s network, e.g., 10.33.10.1

e Set Destination to LAN1 from the pull-down menu
e Click OK to commit

Configuration ‘ g 0.0.0.0

#-R BOOTP (13) IP Route

+)-¢7 Qperatar (3)

- 1P Address 0 0 0 0
i & g::;;?oy P Mask 0.0 .0 .0
8% Short Code (47) Gateway IP Address 10 33 10 1

== Directory(0)
£ Time Profile(0) Destination LAN1 5
#m Account Code(0)
©-§3 User Rights(9) Metric 0
5 | ocation(0)
%% System (1)
w17 Line (1)
4= Control Unit (9)
+-4 Extension (25)
) & User (8)
%% Group (0)
+-@% Short Code (49)
@ Senvice (0)
£ Q Incoming Call Route (7)
@ Directory (0)
£7) Time Profile (0)
[ER 1 11PRoute( )

@ Account Code (0)
% License (31) “ Cancel Help

2§ User Right< (0)

Figure 12 - Avaya IP Office Primary Server IP Route

To create an IP route for the Expansion system, navigate to Solution = IPOffice_1 = IP Route,
right-click on IP Route and select New (Not shown). The values used during the compliance test are
shown below:

e Setthe IP Address and IP Mask to 0.0.0.0 to make this the default route

e Set Gateway IP Address to the IP address of the gateway/router used to route calls to the
private network, e.g., 172.16.199.1

e Set Destination to LAN1 from the pull-down menu
e Click OK to commit
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Configuration b 0.0.0.0% ek -8 X | v
BOOTP (4) IP Route
Qperator (3)
IP Address 0 0 0
User(10)
2% Group(0) IP Mask 0 0 0

8% Short Code(46)
= Directory(0)

|PO-SE

%2 System (1)

T4 Line (3)

<=+ Control Unit (4)
4 Extension (24)

§ User(3)

ﬂ Group (0)

#% Short Code (3)
B Service (0)

o RAS (1)

@ Incoming Call Route (1)
£8 WAN Port (0)

@ Firewall Profile (1)
% Ticense

#& Tunnel (0)

¢ ARS (1)

Gateway IP Address

£ Time Profile(0) Destination LAN1T 4
8 Account Code(0)

§3 User Rights(9) Metric 0 :
B Location(0) [ Proxy ARP

Figure 13 - Avaya IP Office Expansion Server IP Route
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5.5. Administer SIP Line

A SIP Line is needed to establish the SIP connection between Avaya IP Office and Cox
Communications system via Avaya SBC. The recommended method for configuring a SIP Line is to
use the template associated with these Application Notes. The template is an .xml file that can be
used by Avaya IP Office Manager for Server Edition to create a SIP Line. Follow the steps in
Section 5.5.1 to create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

IP addresses

SIP Credentials (if applicable)

SIP URI entries

Setting of the Use Network Topology Info field on the Transport tab

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after
the SIP Line is created via the template. The resulting SIP Line data can be verified against the
manual configuration shown in Section 5.5.2.

Also, the following SIP Line settings are not supported on Basic Edition:
SIP Line — Originator number for forwarded and twinning calls
Transport — Second Explicit DNS Server

SIP Credentials — Registration Required

SIP Advanced Engineering

Alternatively, a SIP Line can be created manually. To do so, right-click Line in the Navigation Pane
and select New - SIP Line. Then, follow the steps outlined in Section 5.5.2.
For the compliance test, SIP Line 17 was used as trunk for both outgoing and incoming calls.
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5.5.1. Create SIP Line from an XML Template

SIP Line templates are always exported in an XML format. These XML templates do not include
sensitive customer specific information and are therefore suitable for distribution. The XML format
templates can be used to create SIP trunks on both IP Office Standard Edition (500 VV2) and IP Office
Server Edition systems. Alternatively, binary templates may be generated. However, binary templates
include all the configuration parameters of the Trunk, including sensitive customer specific information.
Therefore, binary templates should only be used for cloning trunks within a specific customer’s
environment

Create a new folder in a location where Avaya IP Office Server Edition Manager is installed (e.g.,
C:\Cox Communications\Template). Copy the template file to this folder and rename the template
file to C_IPO12SBC102.xml (for SIP Line 17).

Create the SIP Trunk from the template, from the Primary server, right-click on Line in the
Navigation Pane, then navigate to New from Template = Open from file.

Configuration Line =
e R BOOTP (4) Line Number Line Type Line SubType Li
47+ Operator (3) w1 IP Office Line WebSocket ...
[=1-%%9 Solution ST
: -2 IP Office Line WebSocket ... !
& User(10) = :
..... ;u GI’OUp(O] 17 SIP Line 1
-~ @% Short Code(46)
- Directory(0) N
£ Time Profile(0)
@ Account Code(0) ;
Q, User Rights(9)
ﬂ"é Location(0)
B New »
Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
» Delete Ctrl+Del
@9 Validate
: fl | New from Template | 3 ‘ | Open from file |
Figure 14 — Create SIP Line from Template
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Select the Template Files (*.xml) and select the copied template at folder (e.g., C:\Cox
Communications\Template). Click Open button to create a SIP line from template.

W Open

Search Template

<« v T <« Avaya eSOE (C:) » Cox Communications > Template v O

!
® ©

Organize v New folder

Name Date modified Type Size

s+ Quick access

8/23/2024 5:21 PM XML Document 8KB

| ]|C_IPO125BC102.xml |

= This PC
[l Desktop
|<| Documents
4 Downloads
J’) Music
&/ Pictures
B videos
‘w Avaya eSOE (C)

¥ Network

Template Files (*.xml) v

| Open | Cancel

L< )

File name: | Cox_IPO11_1.xml

Figure 15 — Create SIP Line from directory
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A pop-up window below will appear stating success (or failure). Then click OK to continue.

Template Provisioning ped

a New SIP Trunk created successfully using selected template.

Figure 16 — Create SIP Line from Template successfully

Once the SIP Line is created, verify the configuration of the SIP Line with the configuration
shown in Section 5.5.2.
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5.5.2. Create SIP Line Manually

To create a SIP line, begin by navigating to Line in the left Navigation Pane, then right-click in the
Group Pane and select New - SIP Line (not shown).
On the SIP Line tab in the Details Pane, configure the parameters as shown below:

e Select available Line Number: 17
e Check the In Service and Check OOS box
e Input ITSP Domain Name: 10.33.10.49 (This is Avaya SBC internal IP address)
e Input Local Domain Name: 10.33.10.56 (This is Avaya IP Office SE LAN1 IP address)
e Set URI Type to SIP URI
e For Session Timers, set Refresh Method to Auto with Timer (sec) to On Demand
e Set Name Priority to Favor Trunk. As described in Section 5.3.2, the Default Name
Priority parameter may retain the default Favor Trunk setting or can be configured to
Favor Directory. As shown below, the default Favor Trunk setting was used in the
reference configuration
e For Redirect and Transfer, set Incoming Supervised REFER and Outgoing Supervised
Never. Note: Cox Communications did not support SIP Refer during the compliance testing
e Default values may be used for all other parameters
e Click OK to commit then press Ctrl + S to save
Configuration | = SIP Line - Line 17
: ‘f (ngr:fo(rs(]’] |5|p UneITransport Call Details VoIP  SIP Credentials SIP Advanced Engineering
= :f‘] Line Number 17 = In Service
% G:Lp(O) ITSP Domain Name ‘10.33.10.49 ‘ Check 00S
+-@% Short Code(46) X 1
- Directory(0) Local Domain Name 10.33.10.56 \‘
1§53 User Rights(9) Locstion Cloud " Refresh Method Auto v
5 |ocation(0) Timer (sec) On Demand =
=33 |IPO-SE
- System (1) Prefix l ‘
-] Line (1)}
[#-<= Control Unit (9) National Prefix [ }
(-4 Extension (2) . X !
@-§ User(3) International Prefix ‘ ]
48 Group (0) Country Code ‘ || Redirect and Transfer
#-8% Short Code (2) Incoming Supervised e O
i @ Service (0) Name Priority Favor Trunk v| REFER
[ e Incoming Call Route (4) R Outgoing Supervised Nevss >
([l IP Route (1) Description [ ] REFER
% License (30) Send 302 Moved m)
i@ Auto Attendant (0) Temporarily
"¢ ARS (1) Outgoing Blind REFER ]
g Conference (0)
i-{® Location (0)
2% Authorization Code (0)
oK Cancel Help
Figure 17 — SIP Line Configuration
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On the Transport tab in the Details Pane, configure the parameters as shown below:

7

The ITSP Proxy Address was set to the IP address of Avaya SBC internal interface:
10.33.10.49 as shown in Figure 1. This is the SIP Proxy address used for outgoing SIP calls
In the Network Configuration area, TLS was selected as the Layer 4 Protocol and the Send
Port was set to 5061

The Use Network Topology Info parameter was set to None. The Listen Port was set to
5061. Note: For the compliance testing, the Use Network Topology Info field was set to
None, since no NAT was using in the test configuration. In addition, it was not necessary to
configure the System - LAN1 - Network Topology tab for the purposes of SIP trunking. If
a NAT is used between Avaya IP Office and the other end of the trunk, then the Use Network
Topology Info field should be set to the LAN interface (LAN1) used by the trunk and the
System - LAN1 - Network Topology tab needs to be configured with the details of the
NAT device

The Calls Route via Registrar was unchecked as Cox Communications did not support the
dynamic Registration on the SIP Trunk

Other parameters retain default values

Click OK to commit then press Ctrl + S to save

SIP Line -Line 17*

SIP LineCalI Details VoIP  SIP Credentials SIP Advanced Engineering

ITSP Proxy Address |10.33.10.49 |

Network Configuration
Layer 4 Protocol TLS v Send Port 3061 =
Use Network Topology Info | None v Listen Port 3061 =

Explicit DNS Server(s) 0. 0 . 0 010 = @ @ 0

I Calls Route via Registrar il

Separate Registrar [ l

Cancel Help

Figure 18 — SIP Line Transport Configuration
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The SIP URI entry must be created to match any DID number assigned to an Avaya IP Office user
and Avaya IP Office will route the calls on this SIP line. Select the Call Details tab; click the Add
button and the New Channel area will appear at the bottom of the pane (not shown). To edit an
existing entry, click an entry in the list at the top, and click Edit... button. In the example screen
below, a previously configured entry is edited

A SIP URI entry was created that matched any DID number assigned to an Avaya IP Office user.
The entry was created with the parameters shown below:
e Associate this SIP line with an incoming line group in the Incoming Group field and an

outgoing line group in the Outgoing Group field. This line group number will be used in

defining incoming and outgoing call routes for this line. For the compliance test, a new line

group 17 was defined that only contains this line (line 17)
e Set Max Sessions to the number of simultaneous SIP calls that are allowed using this SIP

URI pattern

e Select Credentials to 0: <None>
e Check P Asserted ID option

e Check Diversion Header option
e Set the Display and Content of Local URI, Contact, P Asserted ID and Diversion Header

to Auto

e In Field meaning: Set Forwarding/Twinning of Local URI, Contact, P Asserted ID and

Diversion Header to Caller
e Set all remaining fields as shown on the screenshot below
e Click OK to submit the changes

7

SIP Line - Line 17

eX~ M X|v|<|>

SIP URIs

SIP Line Transport|Call Details}VolP  SIP Credentials SIP Advanced Engineering

' SIP Line - 17| Call Details | SIP URI x B Add.
New URI =
Incoming Group @ \/} l\/lax Sessions 10 sl
Outgoing Group |17 v
Credentials 0: <None> %
Display Content Field meaning
Outgoing Calls Forwarding/Twinning Incoming Calls
Local URI |Auto v | [Auto v [Caler Caller v |called v
Contact [uto v | [Ao v [caler Caller v | [called v
P Asseted ID [Auto v [Auto ~] [cCater Callr v/ [Called v
PPrefered ID  [] None N Nor
Diversion Header [ [Auto | [Auto v| [Cater Caller | [None v
Remote Party ID [] None None No None
| oK | Cancel Ho | [
Figure 19 — SIP Line Call Details Configuration
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Select the VolP tab to set the VVoice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

The Codec Selection can be selected by choosing Custom from the pull-down menu,
allowing an explicit ordered list of codecs to be specified. The G.711 ULAW 64K codec is
selected. Avaya IP Office Server Edition supports the codec, which is sent to the Cox
Communications, in the Session Description Protocol (SDP) offer

Check the Re-invite Supported box

Set T38 Fallback from the pull-down menu

Set the DTMF Support to RFC2833/RFC4733 from the pull-down menu. This directs
Avaya IP Office Server Edition to send DTMF tones using RTP events messages as defined
in RFC2833 and RFC4733

Set the Media Security field to Same as System (Preferred)

Default values may be used for all other parameters

Click OK to submit the changes
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Figure 20 — SIP Line VolP Configuration
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5.6. IP Office Line in Primary System

In IP Office Server Edition systems, IP Office Lines are automatically created on each server when a
Secondary server or Expansion System is added to the solution. To edit an existing IP Office Line,
select Line in the Navigation pane, and select the appropriate line to be configured in the Group
pane.

To verify the IP Office line connecting the Primary System to the Expansion System, select Line on
the navigation pane of Primary System and select the IP Office Line on the Group pane (line 2 on
the screen below). Make note of the Outgoing Group ID 99999 on the Details pane. The Address
of Gateway is Avaya IP Office Expansion System LANL IP address 172.16.199.60.

Configuration | Line iz IP Office Line - Line 2*
R BOOTP (4) Line Number ~ Line Type Line SubType Short Codes VoIP Settings
4 Operator (3) ~ 1 IP OfficeLine  WebSocket ... p
-~ ;""ij's‘:'r‘uo) 63 IP Office Line WebSocket ... |Line Number 2 S Telephone Number
a 7
% Group(0) N7 SiEitine Trarisport Type WebSocket Server 9] Prefix
#X Short Code(46)
@ Directory(0) Networking Level SCN v IOutgoing Group ID 199999 I
£77) Time Profile(0)
am Account Code(0) Security Medium v Number of Channels 250
§3 UserRights(9)
8 Location(0) Outgoing Channels 250
% System (1) Goteway
T4]Line G) Address 172 .16 . 199 . 60
“= Control Unit (8) ; .
& Extension (6) Location Cloud v SCN Resiliency Options
§ User( Supports Resilien
2% Group (0) Password = |eesesssss [ Supp tiency,
8% Short Code (2) Backs up my IP phones
D s 0) Confirm Password ~ |eeeesesss
e |er\.rlce( )c 55 = Backs up my hunt groups
ncoming Call Route (7
IP Route (2) Backs up my P DECT phones
. License (7)
K ARS(1) Description
B Location (0)
A 2

Figure 21 — IP Office Line for Primary System
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To verify the VolIP Settings of the IP Office line connecting the Primary System to the Expansion
System, select VoIP Settings tab. The selected codec is G.711 ULAW 64K. Select Fax Transport
Support to T38 Fallback (This setting should be as same as the VolIP settings in SIP line of Primary
System and the VolIP settings in IP Office Line of Expansion System). Default values may be used
for all other parameters. Click OK to submit the changes.

|E§ 1P Office Line - Line 2°

Line  Short Codes|VolP Settings
/| Out Of Band DTMF

[ Allow Direct Media Path
el o SIS ;
e

Unused Selected
G.711 ALAW 64K 5> G.711 ULAW 64K
G.729(a) 8K CS-ACELP ]

<<<
i
>>;
Fax Transport Support ‘TSB Fallback v
Call Initiation Timeout (s) }4 E)
Media Security ‘Same as System (Preferred) 4\/‘
Advanced Media Security Options [ Same As System
Encryptions RTP
RTCP
Authentication | RTP
/| RTCP
Replay Protection
SRTP Window Size 64

Crypto Suites

SRTP_AES_CM_128_SHA1_80
[] SRTP_AES_CM_128_SHA1_32

| ok || Cance ||| Hep

Figure 22 — IP Office Line for Primary System VolP Settings
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5.7. IP Office Line in Expansion System

To verify the IP Office line connecting the Expansion System to the Primary System, select
Expansion Line on the navigation pane and select the IP Office Line on the Group pane (line 17 on
the screen below). Make note of the Outgoing Group ID 99999 on the Details pane. The Address
of Gateway is Avaya IP Office Server Edition LAN1 IP address 10.33.10.56.

& License (3)
@& Tunnel (0)
K ARS (1)

C | Line 7 IP Office Line - Line 17
R BoOTP () Line Number  Line Type Line SubType Short Codes VolP Settings T38 Fax
4 Operator (3) 1 PRI 24 (Universal) PRI
o ?hﬁi:(w) - PRI 24 (Universal) PRI IL'"E Number 17 Telephone Number
% Group(0) il E0thcsbpe]iiWehsockebnd Transport Type WebSocket Client Prefix
9% Short Code(46)
=& Directory(0) Networking Level SCN Outgoing Group ID 99999
£ Time Profile(0)
= Account Code(0) Security Medium Number of Channels 250
3 h
g Outgeing Charnels %0
= IPO-SE Gateway
= System (1) Address 0 .33 .10 . 56 Port 443
T[Line 3] il
= Control Unit (4) Location Cloud SCN Resiliency Options
f Extension (24) . 4 {Ti [ Supports Resiliency
User (5) asswor |
—— Backs up my IP phones
2 g:oupc(o) 3 Confirm Password [seessseee ]
s ort u[;ie( ) L Backs up my hunt groups
ervice (0)
& RAS (1) Backs up my IP DECT phones
€9 Incoming Call Route (1)
€2 WAN Port (0) Description
@ Firewall Profile (1) P ‘
IP Route (2)

| oK |Cancel Help
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Figure 23 — IP Office Line for Expansion System
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To verify the VolIP Settings of the IP Office line connecting the Expansion System to the Primary
Server, select VoIP Settings tab. The selected codec is G.711 ULAW 64K. Select Fax Transport
Support to T38 Fallback (This setting should be as same as the VVolIP settings in SIP line and IP
Office Line of Primary System). Default values may be used for all other parameters. Click OK to
submit the changes.

7 IP Office Line - Line 17
Line  Short Codes |VoIP Settings |T38 Fax
[] VolP Silence Suppression
Out Of Band DTMF
Codec SSlection LEan 2 Allow Direct Media Path
Unused Selected
G.711 ALAW 64K e G.711 ULAW 84K
G.729(a) 8K CS-ACELP
T
<<z
AL
>33
Fax Transport Support T38 Fallback v
Call Initiation Timeout (s) 4 =
Media Security Preferred v
Advanced Media Security Options Same As System
RTP
RTCP
RTP
RTCP
64
SRTP_AES_CM_128 SHA1_80
[[] SRTP_AES_CM_128_SHA1_32
oK Cancel Help

Figure 24 — IP Office Line for Expansion Server VolIP Settings
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To verify the T38 Fax of the IP Office line connecting the Expansion System to the Primary Server,
select T38 Fax tab (Note: The T38 Fax tab is only active when Fax Transport Support is selected as
T38 Fallback on VolIP Settings tab). Uncheck the Use Default VValues at the bottom of the screen.
Set the T.38 Fax Version to 0. Default values may be used for all other parameters. Click the OK to
submit the changes.

| IP Office Line - Line 17
Line  Short Codes VolP Settings
T38 Fax Version 0 v
Scan Line Fix-up
Transport UDPTL
TFOP Enhancement
Redundancy
[] Disable T30 ECM
Low Speed 0 5 i )
[[] Disable EFlags For First DIS
: 0 =
Fligh Speed = [] Disable T30 MR Compression
TCF Method Trans TCF v [] NSF Override
Max Bit Rate (bps) 14400 v 0 =
EFlag Start Timer (ms) 2600 = 2
EFlag Stop Timer (ms) 2300 =
Tx Network Timeout (sec) 130 =

| Use Default Values |

Cancel Help

Figure 25 — IP Office Line for Expansion Server T38 Fax

5.8. Outbound Short Code

Define a short code to route outbound traffic on the SIP line to Cox Communications. To create a
short code, select Short Code in the left Navigation Pane, then right-click in the Group Pane and
select New (not shown). On the Short Code tab in the Details Pane, configure the parameters for the
new short code to be created.

The screen below shows the details of the previously administered “9N;” short code for Primary
System used in the test configuration.
Navigate to Solution = IPO-SE - Short Code, right-click on Short Code and select New.
¢ Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N;, this short code will be invoked when the user dials 9 followed by
any number
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e Set Feature to Dial. This is the action that the short code will perform

e Set Telephone Number to N. The value N represents the number dialed by the user. Note:
Use the specific W in front of N for restricting all outbound calls

e Setthe Line Group ID to the Outgoing Group 17 defined on the Call Details tab on the
SIP Line in Section 5.5.2. This short code will use this line group when placing the
outbound call

e Set the Locale to United State (US English)

e Default values may be used for all other parameters

e Click OK to submit the changes

Configuration ‘ Short Code 7 9N;: Dial*
& B0OTP () Code

i Operator (3) 9%-09
p 10N Code ‘
Group(0) B 1IN Feature Dial
9% Short Code(46) 12N

@ Directory(0) 13N Telephone Number N |
£1) Time Profile(0) o142

>

™~ nt Code(0) ”e1s Line Group ID |17 V‘

ou
£3 UserRights(9)

9%*16 Locale United States (US English) -

%17 Force Account Code O
%18
ox*19
9X20°N=
P21 NS

%730 v
| | ] Hi
o oK Cancel elp

Force Authorization Code [ ]

Error List
ST

Figure 26 — Short Code 9N for Primary System

The screen below shows the details of the previously administered “9N;” short code for Expansion
System used in the test configuration.
Navigate to Solution = IPOffice_1 - Short Code, right-click on Short Code and select New
¢ Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-
colon. In this case, 9N;, this short code will be invoked when the user (using Avaya analog or
digital phones) dials 9 followed by any number
e Set Feature to Dial. This is the action that the short code will perform
e Set Telephone Number to 9N
e Setthe Line Group ID to 99999 defined on the Outgoing Group ID of the IP Office line
connecting the Expansion System to the Primary System. This short code will use this line
group when placing the outbound call via Avaya IP Office Server Edition Primary Server
e Default values may be used for all other parameters
e Click OK to submit the changes

c i Il Short Code |[= ON;: Dial® ek -8 %X|v|s<l>
Code

99999

United States (US English)

Error List 1POffice_1

Figure 27 — Short Code 9N for Expansion System
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The feature of incoming calls from mobility extension to idle-appearance FNE (Feature Name

Extension) is hosted by Avaya IP Office Server Edition. The screen below shows the details of the
previously administered “77700” short code for FNE Service.
Navigate to Solution = Short Code, right-click on Short Code and select New. The feature of
incoming calls from mobility extension to idle-appearance FNE (Feature Name Extension) is hosted

by Avaya IP Office Server Edition. The Short Code 77700 was configured with following

parameters:

e For Code field, enter FNE feature code as 77700 for dial tone

Set Feature to FNE Service

Set Telephone Number to 00

Set Line Group IDt0o 0

Set the Locale to United States (US English)
Default values may be used for other parameters
Click OK to submit the changes

Configuration

\

2 77700: FNE Service®

R 80OTP (17)
4+ Operator (3)
o

;
o Directory(0)
£ Time Profile(0)
@m Account Code(0)
£5 UserRights(9)
8 Location(0)
&% IPO-SE
&% IPOffice_1

Short Code

Code [r7700

* This Short Code is common to all systems.
Feature FNE Service

Telephone Number oo

Line Group ID [o

Locale United States (US English)

Force Account Code [l
Force Authorization Code [

| oK | Cancel Help
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Figure 28 — Short Code FNE 77700
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5.9. User

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP Line
defined in Section 5.5.2. To configure these settings, first select User in the left Navigation Pane,
then select the name of the user to be modified in the center Group Pane. In the example below, the
name of the user is 531XXX4176. Select the User tab in the Details pane.

Note: When Auto is selected for the Local URI, Contact and Diversion Header parameters (See
Section 5.5.2 - Call Detail tab), the information in the Incoming Call Route (See Section 5.10) is
used to populate the SIP From and Contact headers for outbound calls.

Configuration |3 531XXX4176: 4176
i 'f gopeor:fo(rs(]S] Voicemail DND  Short Codes Source Numbers Telephony Forwarding Dialln Voice Recording Button Programming Menu Programming
N0l ition Name [531X0x4176 [
& & User (2)
iﬂ Group(0) Password ‘o.ooooooo I
+-@% Short Code(46)
= Directory(0) Confirm Password ‘.Oo..ooo. [
£ Time Profile(0)
#m Account Code(0) Unique Identity [ [
&-§3 User Rights(9)
&8 Location(0) Conference PIN l [
(-5 System (1) Confirm Audio Conference PIN ‘ \
#-F9 Line (1)
41~ Control Unit (9) Account Status Enabled v
#-4 Extension (2)
R Y User (3)]] Full Name |531xxx4175 |
%% Group (0)
[#-8% Short Code (2) Extension ‘4176 [
@ Service (0)

e e Incoming Call Route (4) Email Address [ \

# IP Route (1)

= License (30) Locale United States (US English) v

@8 Auto Attendant (0) Priority 5 v
- ARS (1)

@8 Conference (0) System Phone Rights None v

5 Location (0)

ﬂ Authorization Code (0) Profile Power User i

[ Receptionist

Enable Softphone

Enable one-X Portal Services
Enable one-X TeleCommuter
Enable Remote Worker

Enable Desktop/Tablet VoIP client
Enable Mobile VoIP Client

Enable MS Teams Client

[ Send Mobility Email

[ 1 Web Collaboration

Figure 29 — User Configuration — User tab
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To configure the restricted outbound call for a user by using specific W in the Short Code, first
select User in the left Navigation Pane, then select the name of the user to be modified in the center
Group Pane. In the example below, the name of the user is 531XXX4176. Select the Short Codes
tab in the Details pane.

e Inthe Code field, enter the dial string which will trigger this short code, followed by a semi-

colon. In

this case, 9N;, this short code will be invoked when the user dials 9 followed by

any number
e Set Feature to Dial. This is the action that the short code will perform

e Set Telephone Number to WN. The value N represents the number dialed by the user. Note:

Use the specific W in front of N for restricting outbound calls for a user

e Setthe Line Group ID to the Outgoing Group 17 defined on the Call Details tab on the
SIP Line in Section 5.5.2. This short code will use this line group when placing the
outbound call

e Set the Locale to United State (US English)

e Default values may be used for all other parameters

e Click OK to submit the changes

531XXX4176: 4176™ ek -BX[vl<]>

User  Voicemail DND  |[Short Codes| Source Numbers Telephony Forwarding Dialln Voice Recording Button Programming Menu Programming  Mobility Group Membership Announcements SIP Personal Directory User Portal

Code Telephone Number Feature Line Group ID

New Short Code
Code

£ ‘

Dial

}WN ‘
@ g

United States (US English)
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Figure 30 — User Configuration — Short Code tab
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One of the H.323 IP Deskphones at the enterprise site uses the Mobile Twinning feature. The
following screen shows the Mobility tab for User 531XXX4176. The Mobility Features and
Mobile Twinning boxes are checked. The Twinned Mobile Number field is configured with the
number to dial to reach the twinned mobile telephone, in this case 91613XXX5096. Check Mobile
Call Control to allow incoming calls from mobility extension to access 77700 (Defined in Section

5.8). Other options can be set according to customer requirements.

7 531XXX4176: 4176"

User Voicemail DND

Short Codes Source Numbers Telephony Forwarding Dial In  Voice Recording  Button Programming  Menu Programming | Mobility

Simultaneous

Coverage Delay (secs) 0 -

MS Teams URI

[ Internal Twinning

<None>

Twin Bridge Appearances
Twin Coverage Appearances
Twin Line Appearances

Mobility Feature

Mobile Twinning ] Fallback Twinning

Twinned Mobile Number |91613XXX5096 |
(including dial access code)

Twinning Time Profile <None>
Mobile Dial Delay (sec) lZ |
Mobile Answer Guard (sec) 0 o

[] Hunt group calls eligible for mobile twinning
[] Forwarded calls eligible for mobile twinning
[] Twin When Logged Out

[] one-X Mobile Client

Mobile Call Control

[] Mobile Callback

Figure 31 — Mobility Configuration for User
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5.10. Incoming Call Route

An Incoming Call Route maps an inbound DID number on a specific line to an internal extension.
This procedure should be repeated for each DID number provided by service provider. To create an
incoming call route, select Incoming Call Route in the left Navigation Pane, then right-click in the
center Group Pane and select New (not shown). On the Standard tab of the Details Pane, enter the
parameters as shown below:

e Set the Bearer Capability to Any Voice

e Setthe Line Group ID to the Incoming Group 17 defined on the Call Details tab on the
SIP Line in Section 5.5.2

e Set the Incoming Number to the incoming DID number on which this route should match
e Default values can be used for all other fields

Configuration = 17 531XXX4176
- R BOOTP (3) Voice Recording  Destinations
#-¢7 Operator (3)
=I-*%%9 Solution
H gﬂ z::;:f()o] Bearer Capability Any Voice v
-8% Short Code(46) Line Group ID |17 < ‘
@& Directory(0)
Time Profile(0) Incoming Number |531XXX4176 ]
@ Account Code(0)
et $4 UserRights(9) Incoming Sub Address ‘ ‘
‘_ fk—, LpoS?élon(O) Incoming CLI I ‘
System (1) Locale United States (US English) v
Line (1)
=7 Control Unit (9) Priority 1-Low v
-4 Extension (2)
ﬂ User (3) Tag | ‘
_ :ﬂ Group (0)
&-8% Short Code (2) Hold Music Source System Source =
@ Service (0 . .
te Ring Tone Override lNone v ‘
-l IP Route (1)

Figure 32 — Incoming Call Route Configuration
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On the Destination tab, select the destination extension from the pull-down menu of the Destination
field. In this example, incoming calls to 531XXX4176 on line 17 are routed to Destination 4176
531XXX4176 as below screenshot:

=
Ko
-

17 531XXX4176

Standard Voice Recording IDestination;l

TimeProfile

» Default Value

Destination
4176 531XXX4176

Fallback Extension

Figure 33 — Incoming Call Route for Destination 531 XXX4176
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For Feature Name Extension Service testing purpose, the incoming calls to DID number
531XXX7634 were configured to access to FNE Service. The Destination was appropriately
defined as 77700 as below screenshot:

Configuration

17 531XXX7634

@& BOOTP (3)

@-4# Operator (3)

=92 Solution

[ \& User (2)

--1a§ Group(0)

[+ 8% Short Code(46)
-4 Directory(0)

£ Time Profile(0)
-l Account Code(0)
#-§5 User Rights(9)
- Location(D)

-39 System (1)

¥ 4 Line (1)

(#-<=» Control Unit (9)
[+ Extension (2)
& § User(3)

5% Group (0)
(+/-8% Short Code (2)

-8 Senvice (0)
=g Incoming Call Route (4
17 531XXX3647

P 17 531XXX4176
@ 17 531XXX4728
@17 531XXX7634

(2] IP Route (1)

Standard Voice Recording

TimeProfile

» Default Value

Destination
77700

Fallback Extension

Figure 34 — Incoming Call Route for Destination FNE
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For Voice Mail testing purpose, the incoming calls to DID number 531XXX3647 were configured to
access VoiceMail. The Destination was appropriately defined as VVoiceMail as below screenshot:

Configuration = 17 531XXX3647
*K BOOTP (3) Standard Voice Recording
k47 Operator (3)
5|9 Solution TimeProfile Destination Fallback Extension
w-§ User(2) » Default Value VoiceMail v
58 Group(0)

(8% Short Code(46)
i Directory(0)
£ Time Profile(0)
-l Account Code(0)
-§3 User Rights(9)
i@ Location(0)
(-4 System (1)
#-T4 Line (1)
-2 Control Unit (9)
+-4 Extension (2)
w-§ User(3)
5% Group (0)
[-@% Short Code (2)
i @ Service (0)

TSI
@) 17 531XXX4728
i 17 531XXX7634
[+ IP Route (1)

Figure 35 — Incoming Call Route for Destination VoiceMail

5.11. Save Configuration
Navigate to File > Save Configuration in the menu bar at the top of the screen to save the
configuration performed in the preceding sections.
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6. Configure Avaya Session Border Controller

This section describes the configuration of Avaya SBC necessary for interoperability with the Avaya
IP Office and Cox Communications SIP Trunk Service.

Avaya elements reside on the Private side and the Cox Communications SIP Trunk Service resides
on the Public side of the network, as illustrated in Figure 1.

Note: The following section assumes that Avaya SBC has been installed and that network
connectivity exists between the systems. For more information on Avaya SBC, see relevant product
documentation references in Section 10 of these Application Notes.

6.1. Log in to the Avaya SBC

Access the web interface by typing “https://x.x.X.x/sbc/” (where x.x.x.x is the management IP
address of the Avaya SBC).

Enter the Username and Password

5 | A Loglnto Avaya Session Border X = +

« @ 0] //10.33.10.29/<bc

AVAYA ‘=

Password: ~ |eeesessccsccee

Avaya Session Border WELCOME TO AVAYA SBC

Controller Unauthorized access to this machine is prohibited. This system s for the
use authorized users only. Usage of this system may be montored and
recorded by system personnel.
Anyone using this system expressly consents to such monitoring and is
advised that if such montoring reveals possible evidence of criminal
activity, system personnel may provide the evidence from such
monitoring to law enforcement officias.
©2011 - 2023 Avaya Inc. Al rights reserved.
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The Dashboard main page will appear as shown below.

Avaya Session Border Controller

Dashboard

EMS Dashboard
Software Management
System Time
Version
GUI Version

Build Date

TLS Management

Network & Flows
DMZ Services
Wontoring & Logging
Comphiance

Setings v Help v LogOut

AVAYA

06:30:33 PM MDT
10200-86-24077

10.2.0.0-24065

Thu Feb 22 20-27:46 IST 2024
00K

0

0

Ageil 17, 2024 3t 9.29.42 AM MDT
0

None found

Figure 37 - Avaya SBC Dashboard

To view system information that has been configured during installation, navigate to Device
Management. A list of installed devices is shown in the right pane. In the compliance test, a single
Device Name SBC was already added. To view the configuration of this device, click View as
shown in the screenshot below.

Avaya Session Border Controller

EM

Backup/Restore

AVAYA

System Parameters
Configuration Profiles

SBC

Senvices
Domain Policies

10321029 10.2.0.0-86-24077 Commissioned
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Figure 38 - Avaya SBC Device Management
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The System Information screen shows General Configuration, Network Configuration, DNS
Configuration and Management 1P(s) information provided during installation and corresponds to

Figure 1.

System Information: SBC

-|Genera| Configuration || -|Management IP(s) I r License Allocation
Appliance Name SBC IP #1 (IPv4) 10.33.10.29 Standard Sessions 0
Requested: 0
DNS Configuration |
e 2 { ellbals Advanced Sessions 0
Depmyment Mode Proxy F’rimary DNS 10.33.100.60 Requested: 0
HA Mode No Secondary DNS gfq%ﬂ?ex'geo Sessions g
DNS Location DMZ CES Sessions 0
Requested: 0
DNS Client IP 10.33.10.49
Transcoding Sessions
Requested: 0
AMR
Premium Sessions 0
Requested: 0
CLID —
Encryption
Avsilable: Yes
-I Network Conﬁguration'l
P Public IP Network Prefix or Subnet Mask  Gateway Interface I
10.33.10.49 10.33.10.49 255.255.255.0 10.33.10.1 Al
10.33.10.50 10.33.10.50 255.255.255.0 10.33.10.1 Al
10.33.10.59 10.33.10.59 255.255.255.0 10.33.10.1 B1
10.10.80.105 10.10.80.105 255.2565.255.0 10.10.80.1 A2
Figure 39 - Avaya SBC System Information
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6.2. Server Interworking
Interworking Profile features are configured to facilitate the interoperability between the enterprise
SIP-enabled solution (Call Server) and the SIP trunk service provider (Trunk Server).

6.2.1. Configure Server Interworking Profile — Avaya IP Office

Server Interworking profile allows administrator to configure and manage various SIP call server-
specific capabilities such as call hold, 180 handling, etc.

From the menu on the left-hand side, select Configuration Profiles = Server Interworking
e Select avaya-ru in Interworking Profiles

e Click Clone

e Enter Clone Name: IPO and click Finish (not shown)

e Click Edit button

e Check T.38 Support option and click Finish (not shown).

The following screen shows that Avaya IP Office server interworking profile (named: IPO) was
added.

Avaya Session Border Controller
EMS Dashboard Interworking Profiles: IPO
Software Management i (v SR
Device Management — —
Backup/Restore Click here to add a description.
2100
System Parameters = |Generallu Timers H Privacy U URI i i H Header i i H }
4| Configuration Profiles|
Doman Dos =
Server Interworking Hold Support None
Media Forking 180 Handling None
Rauing 181 Handling None
Topology Hiding
Signaling Manipulation 12 Hending None
URI Groups 183 Handling None
SNMP Traps Refer Handling No
Time of Day Rules URI Group None
FGDN Groups Send Hold No
Reverse Proxy Policy
URN Profile Delayed Offer Yes
Recording Profile 3xx Handling No
H248 Profile Diversion Header Support No
IP/URI Blocklist Profile Delayed SDP Handling No
Services
Re-Invite Handling No
Domain Policies
TLS Management Prack Handling No
Network & Flows Allow 18X SDP No
DMZ Services [7.38 Support Yes |
Monitoring & Logging URI Scheme sP
Compliance
Via Header Format RFC3261
SIPS Required No
Mediasec No
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6.2.2. Configure Server Interworking Profile — Cox Communications

From the menu on the left-hand side, select Configuration Profiles - Server Interworking -
Add

Enter Profile Name: SP (not shown)

Click Next button to leave all options at default and click Finish (not shown)

Click Edit button

Check T.38 Support option and click Finish (not shown)

The following screen shows that Cox Communications server interworking profile (named: SP) was
added.

Avaya Session Border Controller
EMS Dashboard Interworking Profiles: SP
Software Management (add|
Device Management ——— —
BackupRestore Ineroring Prfies
2100
System Parameters € General H Timers H Privacy I_I URI Manipulation H Header Manipulation ‘_I Advanced l
4 |Configuration Profiles| avaya-u
Domain Dos =
Server Interworking Hold Support None
Media Forking 180 Handling None
Routing 181 Handling None
Topology Hiding
182 Handl N
Signaling Manipulation — one
URI Groups 183 Handling None
SNMP Traps Refer Handling No
Time of Day Rules URI Group None
FGDN Groups Send Hold No
Reverse Proxy Policy
URN Profile Delayed Offer Yes
Recording Profile 3xx Handling No
H248 Profile Diversion Header Support No
IP/URI Blocklist Profile Delayed SDP Handling No
> Services
i - Re-Invite Handling No
> Domain Policies
TLS Management Prack Handling No
Network & Flows Allow 18X SDP No
> DMZ Services [T,38 Support Yes l
Monitoring & Logging URI Scheme sp
> Compliance
Via Header Format RFC3261
SIPS Required No
Mediasec No
Figure 41 - Server Interworking — Cox Communications
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6.3. Configure SIP Server
Servers are defined for each server connected to the Avaya SBC. In this case, IP Office is connected
as the Call Server and Cox Communications is connected as the Trunk Server

6.3.1. Configure SIP Server — Avaya Site

The SIP Servers screen contains six tabs: General, Authentication, Heartbeat, Registration, Ping
and Advanced. Together, these tabs allow one to configure and manage various SIP call server
specific parameters such as port assignment, IP Server type, heartbeat signaling parameters and
some advanced options

From the menu on the left-hand side, select Services = SIP Servers = Add
Enter Profile Name: IPO

On General tab, enter the following:

e Server Type: Select Call Server

e TLS Client Profile: Select AvayaSBCClient. Note: During the compliance test in the lab
environment, demo certificates are used on Avaya Aura Session Manager, and are not
recommended for production use.

e IP Address/FQDN: 10.33.10.56 (IP Office SE LAN1 IP address)

e Port: 5061

e Transport: TLS

e Click Finish (not shown)

Avaya Session Border Controller

EMS Dashboard SIP Servers: IPO

Software Management Add

Device Management

Backup/Restore General u icati H H istrati d d ‘
Systembammeters | Server Type Cal Server
Configuration Profiles

‘ TLS Client Profile AvayaSBCClient

DNS Query Type NONE/A

H248 Servers Inbound Connection Reuse Policy None

LDAP

RADIUS
Domain Policies 10.33.10.56 5061 s

IP Address / FQDN Port Transport

Edit |

TLS Management
i 2l

Figure 42 — Avaya SIP Server Configuration — General
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On the Heartbeat tab, click Edit button to enter the following:
e Check Enable Heartbeat option

Method: OPTIONS

Set Retry Timeout on Connection Failure: 2 seconds

Frequency: 60 seconds

From URI: ping@10.33.10.49

To URI: ping@10.33.10.56

Click Finish (Not shown)

General | | Authentication IHeanbeatl Registration | | Ping | | Advanced

Enable Heartbeat
Method OPTIONS
Retry Timeout on Connection Failure 2 seconds
Frequency 60 seconds
From URI ping@10.33.10.49
To URI ping@10.33.10.56
|Edit)
Figure 43 — Avaya SIP Server Configuration — Heartbeat
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On the Advanced tab, click Edit button to enter the following:
e Check Enable Grooming box
e Select IPO for Interworking Profile (see Section 6.2.1)

e Click Finish (not shown)

General | | Authentication | | Heartbeat | | Registration | | Ping IAdvancedI

Enable DoS Protection O
| Enable Grooming
Ilnterworking Profile IPO|
Signaling Manipulation Script None
Securable O
Enable FGDN O
Tolerant 0]
URI Group None
NG911 Support O
(eat
Figure 44 — Avaya SIP Server Configuration — Advanced
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6.3.2. Configure SIP Server — Cox Communications

From the menu on the left-hand side, select Services = SIP Servers = Add and enter Profile
Name: SP

On General tab, enter the following:

Server Type: Select Trunk Server

IP Address/FQDN: 10.33.10.60 (Cox Managed CPE LANL1 IP address)
Port: 5060

Transport: UDP

Click Finish (not shown)

Il

Avaya Session Border Controller

EMS Dashboard SIP Servers: SP

Software Management

Device Management —

Backup/Restore Genera | [ Auhentcation || | Registai 4
System Parameters IPO | Server Type Trunk se,‘,er|
Configuration Profiles Sp

i DNS Query Type NONE/A

Inbound Connection Reuse Policy None

H248 Servers

LDAP
RADIUS 10.33.10.60 5060 ubP

Domain Policies

IP Address / FQDN /CIDR Range

Edit |

Figure 45 — Cox Communications SIP Server Configuration — General

On Heartbeat tab, enter the following:

Check Enable Heartbeat

Select Method: OPTIONS

Set Retry Timeout on Connection Failure: 2 seconds

Set Frequency: 60 seconds

Input From URI: 402XXX6211@10.33.10.59 (Cox Communications provides this number)
Input To URI: 402XXX6211@10.33.10.60 (Cox Communications provides this number)

General l_| Authentication I_llHeartbeatlU Registration |_| Ping |_| Advanced [
IEnabIe Heartbeat I
Method OPTIONS
Retry Timeout on Connection Failure 2 seconds
Frequency 60 seconds
From URI 402XXX6211@10.33.10.59
To URI 402XXX6211@10.33.10.60
| Edit |
Figure 46 - Cox Communications SIP Server — Heartbeat
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On the Advanced tab, enter the following:
e Uncheck Enable Grooming option
e Interworking Profile: SP (see Section 6.2.2)

e Click Finish (not shown)

General | | Authentication | | Heartbeat | | Registration | | Ping ‘Advanced

Enable DoS Protection O
Enable Grooming 0
Ilnterworking Profile SP l
Signaling Manipulation Script None
Securable O
Enable FGDN 0
Tolerant 0
URI Group None
NG911 Support O
| Edit]
Figure 47 — Cox Communications SIP Server — Advanced
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On the Authentication tab, enter the following:

Check Enable Authentication option

Input User Name (Cox Communications provides the user name)

Leave Realm as blank

Enter Password (Cox Communications provides the password)

Enter Confirm Password (Cox Communications provides the password)
Click Finish

Edit SIP Server Profile - Authentication

Enable Authentication

User Name 4020066211 |
Realm ‘ ‘
{Leave blank to detect from server challenge)

Password

(Leave blank to keep existing password) ‘ SEESERSRE ’
Confirm Password ‘ Ly ’

| Finish |

Figure 48 — Cox Communications SIP Server — Authentication
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On the Registration tab, enter the following:
e Check Register with All Servers option
Set Refresh Interval as 60 seconds

Input From URI: 402XXX6211@10.33.10.59 (Cox Communications provides this number)
Input To URI: 402XXX6211@10.33.10.60 (Cox Communications provides this number)
Click Finish

Edit SIP Server Profile - Registration

Register with All Servers

Register with Priority Server

Refresh Interval |60 ]seconds
From URI | 402X00X6211@10.33.10.5¢|
To URI |402)X00¢6211@10.33.10.6¢

| Finish

Figure 49 — Cox Communications SIP Server — Registration

6.4. Routing

Routing profiles define a specific set of routing criteria that is used, in addition to other types of
domain policies, to determine the path that the SIP traffic will follow as it flows through the Avaya
SBC interfaces. Two Routing Profiles were created in the test configuration, one for inbound calls,
with IP Office as the destination, and the second one for outbound calls, which are routed to the
service provider.

6.4.1. Configure Routing — Avaya IP Office

From the menu on the left-hand side, select Configuration Profiles > Routing and click Add as
highlighted below.

Enter Profile Name: To_IPO and click Next button (Not shown)
e Select Load Balancing: Priority

e Check Next Hop Priority
e Click Add button to add a Next-Hop Address
e Priority/Weight: 1
e Server Configuration: IPO (see Section 6.3.1). This selection will automatically populate
the Next Hop Address field with 10.33.10.56:5061 (TLS) (Avaya IP Office LAN1 port IP
address)
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e Click Finish

Add Routing Rule

URI Group

Time of Day

Load Balancing | Priority v JI NAPTR

Transport None v LDAP Routing (m]
LDAP Server Profile None v LDAP Base DN (Search) None v
Matched Attribute Priority Alternate Routing

Next Hop Priority Next Hop In-Dialog (m]
Ignore Route Header (m]

ENUM [m] ENUM Suffix

Server Name Indication (SNI) [ Server Name

Pronty | DAP Search LDAP Search LDAP Search

Weight Attribute Regex Pattern Regex Result SR A RICE RN

| PO v | [10.33.10.56:5061 (TLS) v || | None v | Delete

Figure 50 - Routing to Avaya IP Office
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6.4.2. Configure Routing — Cox Communications

From the menu on the left-hand side, select Configuration Profiles - Routing and click Add as
highlighted below.

Enter Profile Name: To_SP and click Next button (not shown)
e Load Balancing: Priority
Check Next Hop Priority
Click Add button to add a Next-Hop Address
Priority/Weight: 1
SIP Server Profile: SP (see Section 6.3.2). This selection will automatically populate
the Next Hop Address field with 10.33.10.60:5060 (UDP)
e Click Finish

Add Routing Rule

URI Group (= v Time of Day [default v |
ILaad Balancing [ Priority v \I NAPTR

Transport None v LDAP Routing (m]

LDAP Server Profile None v LDAP Base DN (Search) None v

Matched Attribute Priority Alternate Routing
INex\ Hop Priority I Next Hop In-Dialog m]

Ignore Route Header (]

ENUM (] ENUM Suffix

Server Name Indication (SNI) ] Server Name

Add

Priority

LDAP Search LDAP Search LDAP Search

Attribute Regex Pattern Regex Result SIP Server Profile Next Hop Address Transport

[ ,\ | sp v | |10.33.10.60:5060 (UDP) v || [ None v | Delete

Figure 51 - Routing to Cox Communications
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6.5. Configure Topology Hiding

The Topology Hiding screen allows an administrator to manage how various source, destination and
routing information in SIP and SDP message headers are substituted or changed to maintain the
integrity of the network. It hides the topology of the enterprise network from external networks.

6.5.1. Configure Topology Hiding — Avaya Site

From the menu on the left-hand side, select Configuration Profiles > Topology Hiding

e Select default in Topology Hiding Profiles

e Click Clone

e Enter Clone Name: To_IPO and click Finish (not shown)

e Select To_IPO in Topology Hiding Profiles and click Edit button to modify as below:
For the Header From,
- Inthe Criteria column, select IP/Domain
- Inthe Replace Action column, select Overwrite
- Inthe Overwrite Value column, enter 10.33.10.49 (Avaya SBC internal IP address)
For the Header Request-L.ine,
- Inthe Criteria column, select IP/Domain
- Inthe Replace Action column, select Overwrite
- Inthe Overwrite Value column, enter 10.33.10.56 (Avaya IP Office LANL1 port IP

address)
For the Header To,
- Inthe Criteria column, select IP/Domain
- Inthe Replace Action column, select Overwrite
- Inthe Overwrite Value column, enter 10.33.10.56 (Avaya IP Office LAN1 port IP
address)
e Click Finish (not shown)

Avaya Session Border Controller AVAYA
EMS Dashboard Topology Hiding Profiles: To_IPO

Software Management Add Res { Deler
BackupRestore ik e 43 3 desrion

System Parameters
*| Co

ation Profiles

Domain DoS
Server Interworking

Media Forking
Routing

Signaling Manipulation
URI Groups Referre d-By Domain Auto
SNMP Traps Record-Route Domain A
Time of Day Rules ReferTo Domain Auto
FGDN Groups [ Overvrite 10.33.10.56 |
Reverse Proxy Policy

URN Profie

Recording Profile

Figure 52 - Topology Hiding Avaya IP Office
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6.5.2. Configure Topology Hiding — Cox Communications

From the menu on the left-hand side, select Configuration Profiles > Topology Hiding
e Select default in Topology Hiding Profiles

e Click Clone

e Enter Clone Name: To_SP and click Finish (not shown)
e Select To_SP in Topology Hiding Profiles and click Edit button to enter as below:
e For the Header From,

- Inthe Criteria column select IP/Domain

- Inthe Replace Action column select: Overwrite

- Inthe Overwrite Value column: 10.33.10.59 (Avaya SBC external IP address)
e For the Header Request-Line,

- Inthe Criteria column select IP/Domain

- Inthe Replace Action column select: Overwrite

- Inthe Overwrite Value column: 10.33.10.60 (Cox Managed CPE LAN IP address)
e For the Header To,

- Inthe Criteria column select IP/Domain

- Inthe Replace Action column select: Overwrite

- Inthe Overwrite Value column: 10.33.10.60 (Cox Managed CPE LAN IP address)
e Click Finish (not shown)

Avaya Session Border Controller AVAYA
EMS Dashboard Topology Hiding Profiles: To_SP
. add Rename Deete
Er—
[Topology Hiding |
ccccc th_profil L
Domain DoS

Server Interworking
Media Forking

Routing
Signaling Manipulation
URI Groups
SNMP Traps
Time of Day Rules
FGDN Groups
Reverse Proxy Policy
URN Profile

SoP 1P/Domain Auto

[Reguest-Line 1P/Domain Overvrite 10331060 |

Via IP/Domain Auto -
Referred-By 1P/Domain Auto
Record-Route 1P/Domain Asto

Refer-To 1P/Domain Auto

[T 1P/Domain Overnite 10331060

HV; Reviewed:
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6.6. Domain Policies

The Domain Policies feature allows administrator to configure, apply, and manage various rule sets
(policies) to control unified communications based upon various criteria of communication sessions
originating from or terminating in the enterprise. These criteria can be used to trigger different
policies which will apply on call flows, change the behavior of the call, and make sure the call does
not violate any of the policies. There are default policies available to use, or an administrator can
create a custom domain policy.

6.6.1. Create Application Rules
Application rules define the type of SBC-based Unified Communication (UC) applications Avaya

SBC protects. You can also determine the maximum number of concurrent voice and video sessions
that your network can process before resource exhaustion.

From the menu on the left-hand side, select Domain Policies - Application Rules
e Select the default rule and click on Clone button
e Enter Clone Name: App-Rules and click Finish button (Not shown)
e Select the App-Rules rule from the list of Application Rules and click on Edit button
e Set Maximum Concurrent Sessions to 500 and Maximum Sessions Per Endpoint to 500
e Click Finish button (Not shown) to save the changes

Avaya Session Border Controller AVAYA

EMS Dashboard Application Rules: App-Rules
Add

Application Rules Click here to 2dd a description
g

Figure 54 — Application Rule

6.6.2. Create Media Rules

Media Rules allow one to define RTP/SRTP media packet parameters such as prioritizing encryption
techniques and packet encryption techniques. Together these media-related parameters define a strict
profile that is associated with other SIP-specific policies to determine how media packets matching
these criteria will be handled by the Avaya SBC security product. For the compliance test one media
rule was created toward IP Office, the existing default-low-med media rule was used toward the
Service Provider.

From the menu on the left-hand side, select Domain Policies > Media Rules
e Select the avaya-low-med-enc rule and click on Clone button
e Enter Clone Name: IPO and click Finish button (Not shown)
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e Select the IPO rule from the list of Media Rules and click on Edit button
e Under Audio Encryption, select the followings:
- Preferred Format #1: SRTP_AES CM_128 HMAC_SHAL1 80
- Preferred Format #2: RTP
- Check Interworking option
e Under Miscellaneous, check Capability Negotiation
e Click Finish button (Not shown) to save the changes

Avaya Session Border Controller AVAYA

EMS Dashboard Media Rules: IPO

Click here to add a description

SRTP_AES_CM_128_HMAC_SHA1_80
RTP

Preferred Formats

Encrypted RTCP.

Lifetime Any
lmmmxmg ]

Symmetrc Context Reset

Key Change in New Offer
TLS Management

Network & Flows
DMZ Services Preferred Formats RTP

Monitoring & Logging
Gompliance

Interworking

Symmetric Context Reset

Key Change in New Offer

Figure 55 — Media Rule

6.6.3. Create Endpoint Policy Groups

The End-Point Policy Group feature allows one to create Policy Sets and Policy Groups. A Policy
Set is an association of individual, SIP signaling-specific security policies (rule sets): application,
border, media, security, and signaling, each of which was created using the procedures contained in
the previous sections. A Policy Group is comprised of one or more Policy Sets. The purpose of
Policy Sets and Policy Groups is to increasingly aggregate and simplify the application of Avaya
SBC security features to very specific types of SIP signaling messages traversing through the
enterprise.

From the menu on the left-hand side, select Domain Policies - End Point Policy Groups
e Select Add
e Enter Group Name: EndPoint-Policy
- Application Rule: App-Rules (See Section 6.6.1)
- Border Rule: default
- Media Rule: IPO (See Section 6.6.2)
- Security Rule: default-low
- Signaling Rule: default
- Leave other options as default
e Select Finish (not shown)

HV; Reviewed: DevConnect Application Notes 63 of 91
SPOC 9/13/2024 ©2024 Avaya LLC. All Rights Reserved. C_IPO12SBC102



Avaya Session Border Controller

EMS Dashboard
Software Management
Device Management
Backup/Restore

Policy Groups: EndPoint-Policy

e

> Configuration Profiles default-low-enc

: Policy Group
Services default-med —‘

Policy Groups Click here to add a description:
default-
System Parameters i ] Hover over a row to see its description.

«[Bomain Poficies]
Application Rules
Border Rules default-high
Media Rules

default-med-enc
Border

Application

App-Rules default

default-high-enc

Security

default-low

Signaling

default

Security Rules
Signaling Rules
Charging Rules
Groups

Session Policies

avaya-def-low-enc
avaya-def-high-subscriber
avaya-def-high-server
RW

EndPoint-Policy

TLS Management

TR =)

Figure 56 — End Point Policy — IPO

From the menu on the left-hand side, select Domain Policies - End Point Policy Groups

e Select Add
e Enter Group Name: SP
- Application Rule: App-Rules (See Section 6.6.1)
- Border Rule: default
- Media Rule: default-low-med
- Security Rule: default-low
- Signaling Rule: default
- Leave other options as default
e Select Finish (not shown)

Avaya Session Border Controller

EMS Dashboard Policy Groups: SP

Software Management
Device Management

Backup/Restore

> Configuration Profiles default-low-enc

Policy Groups Click here to add a description
default-low
> System Parameters Hover over a row to see its description.

Policy Group
Services default-med —]
.

Application Rules
Border Rules default-high
Media Rules

default-med-enc

Application Border

default default-low-me

App-Rules
default-high-enc pp-Rules

Security

default-low

Signaling

default

Security Rules

2 avaya-def-low-enc
Signaling Rules

Charging Rules

End Point Policy
Groups

Session Policies

avaya-def-high-subscriber
avaya-def-high-server
RwW

» TLS Management EndPoint-Policy

> Network & Flows

> DMZ Services

Figure 57 — End Point Policy — Cox Communications
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6.7. Network & Flows

The Network & Flows feature for SIP allows one to view aggregate system information and manage
various device-specific parameters which determine how a particular device will function when
deployed in the network.

6.7.1. Manage Network Settings
From the menu on the left-hand side, select Network & Flows - Network Management.
o Select Networks tab and click the Add button to add a network for the inside interface as

follows:
- Name: Network Al
- Default Gateway: 10.33.10.1
- Subnet Mask: 255.255.255.0
- Interface: Al (This is the Avaya SBC inside interface)
- Click the Add button to add the IP Address for inside interface: 10.33.10.49
- Click the Finish button to save the changes

Add Network

Name | Network_A1L

Default Gateway |10.33.10.1

Network Prefix or Subnet Mask |255.255.255.0

Interface |A1 v

IP Address Public IP Gateway Override Passthrough

10.33.10.49 [use P Address | [use Default | O Delete

[Finish |

Figure 58 - Network Management — Inside Interface
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From the menu on the left-hand side, select Network & Flows - Network Management.

e Select Networks tab and click Add button to add a network for the outside interface as
follows:
- Name: Network_B1
- Default Gateway: 10.33.10.1
- Subnet Mask: 255.255.255.0
- Interface: B1 (This is the Avaya SBC outside interface)
- Click the Add button to add the IP Address for outside interface: 10.33.10.59
- Click the Finish button to save the changes

Add Network

Name | Network_81

Default Gateway [10.33.10.1

Network Prefix or Subnet Mask ‘ 255.255.255.0

Interface [B1 v|

IP Address Public IP Gateway Override Passthrough

“10.33.10.59 I ’Use IP Address ‘ ‘Use Default

| Finish |

Figure 59 - Network Management — Outside Interface
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From the menu on the left-hand side, select Network & Flows > Network Management
e Select the Interfaces tab
e Click on the Status of the physical interfaces being used and change them to Enabled state

Avaya Session Border Controller AVAYA

EMS Dashboard Network Management
Software Management

Device Management

Backup/Restore |Interfaces|” Networks [
System Parameters 1;&&"\},’_&\”
> Configuration Profiles
. Interface Name VLAN Tag Status
Services
Domain Policies A1 Enabled |
TLS Management A2 Enabled
4 |Network & Flows IB1 Ena:!edl
Network B2 Enabled
Management
Media Interface
Figure 60 - Network Management — Interface Status
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6.7.2. Create Media Interfaces

Media Interfaces define the IP Addresses and port ranges in which the Avaya SBC will accept media
streams on each interface. The default media port range on the Avaya SBC can be used for both
inside and outside ports.

From the menu on the left-hand side, Network & Flows = Media Interface
e Select the Add button and enter the following:
- Name: InsideMedia
- IP Address: Select Network Al (Al, VLAN 0) and 10.33.10.49 (Internal IP address
toward IP Office)
- Port Range: 35000 — 40000
- Click Finish (not shown)
e Select the Add button and enter the following:
- Name: OutsideMedia
- IP Address: Select Network_B1 (B1, VLAN 0) and 10.33.10.59 (External IP address
toward Cox Managed CPE)
- Port Range: 35000 — 40000
- Click Finish (not shown)

Avaya Session Border Controller AVAYA

EMS Dashboard Media Interface
Software Management

Device Management

Backup/Restore W\

System Parameters

Configuration Profiles

Port Range

Services
Domain Policies InsideMedia 10.33.10.49 35000 - 40000 Edit Delete

Network_A1 (A1, VLAN 0)
TLS Management

4 [Network & Flows OutsideMedia LS - 35000 - 40000 Edit Delete

Network Management

Media Interface

Signaling Interface

Figure 61 - Media Interface
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6.7.3. Create Signaling Interfaces
Signaling Interfaces define the type of signaling on the ports.

From the menu on the left-hand side, select Network & Flows - Signaling Interface

e Select the Add button and enter the following:
- Name: OutsideSig
- IP Address: Select Network_B1 (B1, VLAN 0) and 10.33.10.59 (External IP address
toward Cox Managed CPE)
- UDP Port: 5060
- Click Finish (not shown)

From the menu on the left-hand side, select Network & Flows = Signaling Interface

e Select the Add button and enter the following:

- Name: InsideSig

- IP Address: Select Network Al (Al, VLAN 0) and 10.33.10.49 (Internal IP address
toward IP Office)

- TLS Port: 5061

- TLS Profile: AvayaSBCServer. Note: During the compliance test in the lab
environment, demo certificates are used on Session Manager, and are not recommended
for production use.

- Click Finish (not shown)

Note: For the external interface, the Avaya SBC was configured to listen for UDP on port 5060 the
same as Cox Communications used. For the internal interface, the Avaya SBC was configured to
listen for TLS on port 5061.

Avaya Session Border Controller AVAYA
EMS Dashboard Signaling Interface
Software Management
Device Management
Backup/Restore Signaling Interface
System Parameters
Configuration Profiles s
Services N;ﬂg'"g TCP Port UDP Port TLS Profile
Domain Policies OutsideSig 10.33.10.59 5060 = None Edit Delete

Networi_B1 (B1, VLAN 0)

TLS Management
4| Network & Flows InsideSig ,12“33&12,4(2“,““ o S S 5061 AvayaSBCServer Edit Delete

Network Management

Media Interface

Signaling Interface

End Point Flows

Figure 62 - Signaling Interface
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6.7.4. Configure Server Flows
Server Flows allow an administrator to categorize signaling and apply various policies.

6.7.4.1 Create End Point Flows — Avaya IP Office
From the menu on the left-hand side, select Network & Flows = End Point Flows

Select the Server Flows tab
Select Add, enter the followings:

Flow Name: IPO Flow

Server Configuration: 1PO (see Section 6.3.1)

URI Group: *

Transport: *

Remote Subnet: *

Received Interface: OutsideSig (see Section 6.7.3)
Signaling Interface: InsideSig (see Section 6.7.3)
Media Interface: InsideMedia (see Section 6.7.2)
Secondary Media Interface: None

End Point Policy Group: EndPoint-Policy (see Section 6.6.3)
Routing Profile: To_SP (see Section 6.4.2)

Topology Hiding Profile: To_IPO (see Section 6.5.1)
Leave other options as default

Click Finish to save the changes
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Add Flow

Flow Name [IPO Flow

SIP Server Profile | PO

URI Group

Transport

Remote Subnet

Received Interface [ outsidesig
Signaling Interface | Insidesig
Media Interface | InsideMedia

Secondary Media Interface | None

End Point Policy Group | EndPoint-Policy

Routing Profile | To_sP

Topology Hiding Profile | To_1PO

Signaling Manipulation Script | None

Remote Branch Office | Any v |

Link Monitoring from Peer (H|
FQDN Support O

FQDN

| Finish |

Figure 63 - End Point Flow 1
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6.7.4.2 Create End Point Flows — Cox Communications

From the menu on the left-hand side, select Network & Flows = End Point Flows

e Select the Server Flows tab
e Select Add, enter the followings:
- Flow Name: SP Flow
- Server Configuration: SP (see Section 6.3.2)
- URI Group: *
- Transport: *
- Remote Subnet: *
- Received Interface: InsideSig (see Section 6.7.3)
- Signaling Interface: OutsideSig (see Section 6.7.3)
- Media Interface: OutsideMedia (see Section 6.7.2)
- Secondary Media Interface: None
- End Point Policy Group: SP (see Section 6.6.3)
- Routing Profile: To_IPO (see Section 6.4.1)
- Topology Hiding Profile: To_SP (see Section 6.5.2)
- Leave other options as default
- Click Finish to save the changes
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