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Abstract

These Application Notes describe the procedures for configuring Session Initiation P
(SIP) trunking betweeKeyyo SIP Trunkand Avaya IP Office.

TheKeyyo SIP TrunkPlatformprovides PSTN access via a SIP trunk connected tKekigo
Voice over Internet Protocol (VolP) network as an alternative to lega@logueor digital
trunks.

Readers should pay attention $ection 2 in particular the scope of testing as outlineg
Section 2.1as well as the observations notedSection 2.2 to ensure that their own use ca
are adequately covered by this scope and results.

Keyyo is a member of the DevConnect Service Provider progiaformation in these
Application Notes has been obtained through DevConnect compliance testing and ag
technical discussions. Testing was conducted via the DevConnect Program.
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1. Introduction

These Application Notes describe the procedures for configuring Session Initiation Protocol
(SIP) trunking betweethe Keyyo SIP Trunkand Avaya IP OfficeCustomers using this Avaya
SIP-enabéd enterprise solution witkeyyo SIP Trunkare able to place and receive PSTN calls

via a dedicated Internet connection and the SIP protocol. This converged network solution is an
alternative to traditional PSTN trunks. This approach generally results in lower cost for the
enterprise customer

2. General Test Approach and Test Results

The general test approach was to configure a simulated enterprise site using Avaya IP Office
R12.0to connect tahe Keyyo SIP Platform This configuration (shown iRigure 1) was used to
exercise the features and functionality liste@attion 2.1

DevConnect Compliance Testing is conducted jointly by Avaya and DevConnect mehhieers
jointly-defined test plan focuses on exercising APIs and/or stantasgsl interfaces pertinent

to the interoperability of the tested products and their functional@@sConnect Compliance

Testing is not intended to substitute full product performance or feature testing performed by
DevConnect members, nor is it to be construed as an endorsement by Avaya of the suitability or
compl eteness of a DevConnect memberds solutio

Avaya recommends our customers implement Avaya solutions using appropriate security and
encryption capabilities enabled by our products. The testing referenced in these DevConnect
Application Notes included the enablement of supported encryptionikagsin the Avaya
productsReaders should consult the appropriate Avaya product documentation for further
information regarding security and encryption capabilities supported by those Avaya products.

Support for these security and encryption capabilities in amAwvaga solution component is
the responsibity of each individual vendoReaders should consult the appropriate vendor
supplied product documentation for more information regarding those products.
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2.1. Interoperability Compliance Testing

Avaya IP Office was connectedttte Keyyo SIP Trunk via a direct connection over the internet.
Keyyo use DNS/SRV to manage the connection

To verify SIP trunking interoperability the following features and functionality were exercised
during the interoperability compliance test:

1 Incoming PSTN calls to various phone types incigdH.323,SIP,Digital and Analog
telephones at the enterprise

1 Allinbound PSTN calls were routed to the enterprise across the SIP trunk from the
Service Provider

1 Outgoing PSTN calls from various phone types inicigdH.323,SIP, Digital, and
Analog telephones at the enterprise

1 All outbound PSTN calls were routed from the enterprise across the SIP trunk to the
Service Provider

1 Calls usingheG.711A, G.729 and G.722 codecs.

1 Inbound andutbound PSTN calls to/from Avaya Workplace for Wind@uestphone
client

1 Fax calls to/from a group 3 fax machine to a PSbNnected fax machine using T-38
fallback fax transmissions.

1 DTMF transmission using RFZ833 with successful Voice Mdibr inbound and
outbound calls

1 Various call types including: local, long distance, international, toll fred¢onnd) and
directory assistance.

9 Caller ID presentation and Caller ID restriction

1 User features such as hold and resume, and conference

1 Blind and Consultative call transfer to PSTN.

1 Off-net call forwarding andhobiletwinning.
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2.2. Test Results
Interoperability testing of the sample configuration was completed with successful resthlés for
Keyyo SIP Trunkwith the following observations:

1 No inbound tolfree numbers were tested, however routing of inbound DDI numbers and
the relevant number translation was successfully tested.

1 Access to Emergency Services was not tested as no test call had been booked by the
Service Provider with the Emergency Services Operator.

2.3. Support

For technical support on the Avaya products described in these Application Notes visit
http://support.avaya.com

For technical support on Keyyo products please kisits://www.keyyo.com/fr/support/contact
supportpartenaire/
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3. Reference Configuration

Figure lillustrates the test configuration. The test configuration shows an enterprise site
connected tohe Keyyo SIP Trunk Located at the enterprise site is an Avaya IP Office 500 v2.
Endpoints include an Avaya 1600 Series IP Telephone (with H.323 firmware), Avaya 9600
Series IP Telephosdwith H.323firmware),an Avaya 1140e SIP Telephom@Avaya
Analogue Telephone arafax machine. The site also has a Wind&W&C running Avaya IP
Office Manager to configure the Avaya IP Office as welhaaya Communicatofor Windows
and Avaya Communicator for Wébr mobility testing. For security purposesiblic IP

addresses have been changedaanydPSTN routable phone numbers used in the compliance test

are not shwn in these Application Notes.

Keyyo SIP Trunk Service

Keyyo SIP Platform

SIP Gateway

KEY

wrrseenee = RTP
e = Signalling

Analog Deskphones
Digita DFeskphones
ax

Avaya Enterprise Site

IP Office Server
Edition

IP Office 500 V2
Expansion System

H.323 Deskphones
and SoftClients

SIP Deskphones
and Softclients

/

Figure 1: Keyyo SIP Trunk to Avaya IP Office Topology
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4. Equipment and Software Validated

The following equipment and software were used for the sample configuration provided:

Equipment/Software

| ReleaseYersion

Avaya

Avaya IP Office Server Edition

Version 12.0.0.0.0 build 55

Avaya IP Office 500 V2

Version 12.0.0.0.0 build 55

AvayaVoicemail Pro Client

Version 12.0.0.26

Avaya IP Office Manager

Version 12.0.0.0.0 build 55

Avaya 16@ Phone (H.323)

1.312

Avaya $11G SeriesPhone H.323 6.8.3

Avaya $08 SeriesPhone H.323 6.8.3

Avaya J179 IFPhone (SIP) 4.0.10

Avaya Workplace for Windows (SIP) 3.36.0

Avaya 1140e (SIP) FW: 04.04.3000.bin

Avaya 148 Digital Telephone R48

Avaya 98390 Analogue Phone N/A

Keyyo

SIP Trunk “Trunk SIP Libre" offer with 3 SDAs
SIP Platform Proprietary

Notei Testing was performed with IP Office Server Edition witld @2 Expansion RA.0.
Compliance Testing is applicable when the tested solution is deployed with a standalone IP
Office 500 V2 and also when deployed with all configurations of IP Office Server Ed\kiber.

that IP Office Server Edition requires an Expansion IP Office 500 V2 to support analog or digital
endpoints or trunks, this includes T.38.fax
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5. Configure Avaya IP Office

This section describes the Avaya IP Office configuration to support connectithiyKeyyo
SIP platform.Avaya IP Office is configured through the Avaya IP Office Manager PC
application. From a PC running the Avaya IP Office Manager application, S¢teti
Programs A IP Office A Manager to launch the application. NavigateRde A Open
Configuration, select the appropriate Avaya IP Office system from theygowindow and log
in with the appropriate credentials.

7 R
Configuration Service User Login

IP Office: GSSCP_IPO_SE (Primary System - IPO-Linux-PC)

Service User Name

Service User Password

Cancel l l Help

A management window will appear similar to the one in the next section. All the Avaya IP
Office configurable components are shown in the left pane known as the Navigation Pane. The
pane on the right is the Details Pane. These panes will be referenced throughout the Avaya IP
Office configuration. All licensing and feature configuration that is not directly related to the
interface with the Serwe Provideilis assumed to already be in place.

!ﬁ Avaya IP Office Manager for Server Edition GSSCP_IPO_SE [12.0.0.0.0 build 55] = A
File Edit View Tools Help

GSSCPIPOSE  + System - M A= v
7

Configuration “1 System Inventory

@-& BOOTP (7)
¢ Operator (3) Server Edition Primary
=1-%% Solution
w-§  User(12)
ﬂ Group(0)
-8 Short Code(46)
@ Directory(0)
£ Time Profile(0)
@8 Account Code(0)
#-§3 User Rights(9)
&8 Location(0)

(-5 GSSCP_IPO

=] Hardware Installed
Control Unit: IPO-Linux-PC

(4); Additional Veicemail Pro Ports(152); VMPro Recordings Administrators(10); Essential Edition Additional Voicemail Ports(4);, VMPro TTS (G
Co! 89115
Hunt Group Extensions
& Incoming Call Routes

icemail: Exin89111; Extn89113

NONE

Twinning: Ni

making Outgoing Calls: NONE
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5.1. Verify System Capacity

Navigate taLicensein the Navigation Pane. In the Details Pane verify thaLitense Status
for SIP Trunk Channelsis Valid and that the number bfstancesis sufficient to support the
number of SIP trunk channels provisioneddayyo.

Licence Remote Server
LicenceMode  Licence Normal
Licensed Version 12.0

PLDS Host ID 338645006189

PLDS File Status  Valid

Feature Instances Status Expiry Date Source
Receptionist 4 Valid Never PLDS Nodal
Additional Voicemail Pro Ports 152 Valid Never PLDS Nodal
VMPro Recordings Administrators 10 Valid Never PLDS Nedal
Essential Edition Additional Voice... 4 Obsolete Never PLDS Nodal
VMPro TTS (Generic) 40 Obsolete Never PLDS Nodal
Teleworker 384 Obsolete Never PLDS Nodal
Mobile Worker 384 Obsolete Never PLDS Nedal
Office Worker 384 Valid Never PLDS Nodal
Avaya Softphone Licence 100 Valid Never PLDS Nodal
VMPro TTS (Scansoft) 40 Obsolete Never PLDS Nodal
VMPro TTS Professional 40 Valid Never PLDS Nodal
IPSec Tunnelling 10 Obsolete Never PLDS Nodal
Power User 384 Valid Never PLDS Nodal
Customer Service Agent 5 Dormant Never PLDS Nodal
Customer Service Supervisor 5 Dormant Never PLDS Nedal
Avaya IP endpoints 384 Valid Never PLDS Nodal
IP500 Voice Networking Channels 32 Obsolete Never PLDS Nodal
S Trunk Channels 1300 [Valid [ Never .| PLDSNodl |
IPSOO Universal PRI (Additional cha... 100 Obsolete Never PLDS Nodal
CTi Link Pro 10 Valid Never PLDS Nodal
Wave User 16 Obsolete Never PLDS Nodal
3rd Party IP Endpoints 384 Valid Never PLDS Nodal
lizarl Enclnai 10 Ohcalat Mover DI DG Nedal
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5.2. LAN2 Settings

In an Avaya IP Office, the LANZ2 tab settings correspond to the Avaya IP Office WAN port
(public network side) and the LAN1 tab settings correspond to the LAN port (private network
side).

In the test configuration, the LAN2 port was used to connect the Avaya IP Office to the external
internet. To access the LAN2 settings, first navigateystemA GSSCP_IPO SEin the

Navigation Pane where GSSCP_IRBEis the name of the IP Office. Navigate to tieN2 A

LAN Settingstab in the Details Pane. The AddressandIP Mask fields are the public

interface of the IP Office. All other parameters should be set according to customer
requirements. On completion, click t&& button (not shown).

=g GSSCP_IPO_SE*

System I LAN1 | LAN2 irDNS ' Voicemail ' Telephony ' Directory Service§ l System Events | SMTP [ SMDR | VoIP
| LAN Settings EVVoIP l Network Tépology
IP Address 192 . 168 . 122 46

IP Mask 255 . 255 . 255 0

~

Number Of DHCP IP Addresses 200
DHCP Mode

) Server ) Client @ Disabled Advanced

On theVolP tab in the Details Panthe H323 Gatekeeper Enabléox is checked to allow the
use of Avaya IP Telephones using the H.323 protdduck theSIP Trunks Enable box to
enable the @nfiguration of SIP trunks. If Avaya Communicator along with any other SIP
endpoint is to be used, tls#P Registrar Enablebox must also be checkechdDomain Name
has been set to thmistaner premises eqiipment domainfiavaya.como lf the Domain Nameis
left at thedefault blank %tting, SIP ragistrations nay use thd P Office LAN2 IP Address. All
otherparameters shownare default values.

TheRTP Port Number Rangecan be customized to a specific range of receive ports for the
RTP mediaSetScopeto RTP-RTCP andinitial k eepalivesto Enabled andPeriodic timeout
to 30.
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Avaya IP Office can also be configured to mark the Differentiated Services Code Point (DSCP)
in the IP Header with specific values to support Quality of Services policies for both signalling
and media. Th®SCPfield is the value used for media and 8i& DSCPis the value used for
signalling. The specific values used for the compliance test are shown in the example below. All
other parameters should be set according to customer requirements. On completion, ©kck the
button (not shown).

b GSSCP_IPO_SE*

‘ System l LAN1 ‘ LAN2 ‘ DNS l Voicemail I Telephony | Directory Services l System Events I SMTP I SMDR l VoIP I Contact Center

[ LAN Settings\ VoIP ’Network Topology}

[¥] H323 Gatekeeper Enable

Auto-create Extn Auto-create User [7] H323 Remote Extn Enable

H.323 Signalling over TLS  Disabled v te Ca Port (1720

[¥] SIP Trunks Enable

[¥] SIP Registrar Enable
Auto-create Extn/User ["] SIP Remote Extn Enable Allowed SIP User Agents | Block blacklist only .
SIP Domain Name avaya.com
SIP Registrar FQDN avaya.com
[¥] ubp UDP Port 5060 2 5060
Layer 4 Protocol [¥] Tcp TCP Port 5060 = emote .+ 15060
[ TLS TLS Port 5061 = = TL t 5061
Challenge Expiry Time (secs) 10 =
RTP
Port Number Range
Minimum 49152 = Maximum 53246 =

Port Number Range (NAT)
Minimum 49152 = Maximum 53246

[¥] Enable RTCP Monitoring on Port 5005

RTCP collector IP address for phones 0 0 0 0

Keepalives

Scope RTP-RTCP v | Periodic timeout 30
Initial keepalives [Enabled VI

DiffServ Settings

B8 +| DSCP(Hex) B8 $| Video DSCP{Hex) FC +| DSCP Mask (Hex) 88 +| SIG DSCP (Hex)

S

46 $| DSCP 46 | Video DSCP 63 +1| DSCP Mask 34 +| SIGDSCP
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On theNetwork Topology tab,setthe Firewall/NAT Type from the pulldowrmenu toOpen
Internet. With this configuration, th& TUN Server IP AddressandSTUN Port are not useds
NAT was not required for this configuration, therefore resulting in no requirement for a STUN
server. ThaJseNetwork Topology Infoin theSIP Line was set tdNonein Section 5.5.2Set
Binding Refresh Time (secondsbo 300. This value is used tdeterminehe frequency at which
Avaya IP Office will send SIP OPTIONS messages to the sepvaeder. Default values were
used for all other parametef@n completion, click th©K button (not shown).

F GSSCP_IPO_SE*

| System I LAN1 | Lanz | DNS I Voicemail ] Telephony I Directory Services | System Events I SMTP ] SMDR ] VoIP ] Contact Center [ Avaya Cloud Services |
| LAN Settings | Vol |/ Network Topology |

Network Topology Discovery
STUN Server Address STUN Port 3478

Firewall/NAT Type [ Open Internet v

Binding Refresh Time (seconds) 300
Public IP Address 0 0 0 0 Run STUN Cancel
Public Port
uppP 0
TCP 0
LS 0

[] Run STUN on startup
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5.3. System Telephony Settings

Navigate to th&elephonyA Telephonytab on the Details Pane. Choose @mmpanding

Law typical for the enterprise location. For Europe AW is used. Uncheck thHehibit Off -
Switch Forward/Transfer box to allow call forwarding and call transfer to the PSTN via the
Service Provider across the SIP trunk. On completion, clic#dutton (not shown).

7 GSSCP_IPO_SE" £ - v
System LAN1 LAN2 DNS Voicemail Telephony Directory Services System Events SMTP  SMDR  VolP Contact Center Avaya Cloud Services Avaya Push Notification Services
Telephony  Park & Page Tones & Music Ring Tones SM MS Teams CallLog TUI

S i A
Dial Delay Time (secs) L Companding Law
g = Switch Line
Dial Delay Count 4 5
Default No Answer Time (secs) 15 & O U-Law Vitawkine
Hold Timeout (secs) 0 < @ A-Law @ A-Law Line
Park Timeout (secs) 300 |5
Ring Delay (secs) 5 = [ DsS Status
= z Auto Hold
Call Priority Promotion Time (secs) Disabled < M Au
Dial By Name
Default Currency EUR v
Show Account Code
Default Name Priority Favour Trunk v
[ Inhibit Off-Switch Forward/Transfer
Media Connection Preservation Enabled v .
[] Restrict Network Interconnect
Phone Failback Automatic v | _,
nclude location specific information
Login Code C lexi
ozl:fur:erene::"p exity Drop External Only Impromptu Conference
Minimum length @ |5 [] Visually Differentiate External Call
High Quality Conferencin
Complexity S i
Directory Overrides Barring
RTCP Collector Configuration [[] Advertise Callee State To Internal Callers
[] Send RTCP to an RTCP Collector [ Intemal Ring on Transfer
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5.4. VoIP Settings

Navigate to th&/olP tab on the Details Pane. Check the available Codecs boxes as required.
Note thatG.711 ULAW 64K andG.711 ALAW 64K are greyed out and always available. Once
available codecs are selected, they can be used or unused by using the horizontal arrows as
required. Note that in tesg.711 ALAW 64K, G729(a)8K CSACELP andG.722 64K are the

codecsb6s supported on the Keyyo SIP Trunk.

vertical arrows. On completion, click tlK button (not shown).

= GSSCP_IPO_SE

| System | LANL | LAN2 | DNS | Voicemail | Telephony | Directory Services | System Events | SMTP | SMDR | VoIP |

VoIP l VolIP Security l Access Control Lists;

Ignore DTMF Mismatch For Phones ¥l
Allow Direct Media Within NAT Location [

Disable Direct Media For Simultaneous Clients []

RFC2833 Default Payload 101 =

OPUS Default Payload 116 .
Available Codecs Default Codec Selection

Unused Selected
[¥] G.711 ULAW 64K G.711 ULAW 64K >3 G.711 ALAW 64K
J' G.711 ALAW 64K G.729(a) 8K CS-A!
¥ G722 64K G.722 64K
[¥] 6.729(a) 8K CS-AC
"1 opus
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5.5. SIP Line

A SIP line is needed to establish the SIP connection between Avaya IP Offite &egyo SIP
platform The recommended method for configuring a SIP Line is to use the template associated
with these Application Notes. The template is an .xml file that can be used by IP Office Manager
to create a SIP Line. Follow the stepsSerction 55.1to create the SIP Line from the template.

Some items relevant to a specific customer environment are not included in the template or may
need to be updated after the SIP Line is created. Examples include the following:

1 IP addresses

1 SIP Credentials (if applicable)

1 SIP URI entries

1 Setting of thdJse Network Topology Infofield on the Transport tab

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary
after the SIP Line is created via the template. The resulting SIP Line data can be verified against
the manual configuration shown $ection5.5.2

Also, the following SIP Line settings are not supported on Basic Edition:
1 SIP Linel Originator number for forwarded and twinning calls
1 Transporti Second Explicit DNS Server
1 SIP Credential$ Registration Required

Alternatively, a SIP Line can be created manually. To doigiat-click Line in the Navigation
Paneand selecNewA SIP Line. Then, follow the steps outlined 8ection5.5.2
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5.5.1. SIP Line From Template

DevConnect generated SIP Line templates are always exported in an XML format. These XML
templates do not include sensitive customer specific information and are therefore suitable for

distribution. The XML format templates can be used to create SIP trunks on both IP Office

Standard Edition (5002) and IP Office Server Edition systems. Alternatively, binary templates

may be generated. However, binary templates include all the configuration parameters of the
Trunk, including sensitive customer specific information. Therefore, binary templates should

only be used

Copya previously created template file to a location (&gmp on the same computer where IP

for cl oni tr

ng

unks within a

Office Manager is installed.o create the SIP Trunk from the template, Hglitk onLine in the
Navigation Pane, then navigateNew A Newfrom Template.

Configuration

@& BOOTP (10)
i-¢# Operator (3)
=3 Solution

\5& User (5)

~-i3@ Group(0)

wt 8% Short Code(44)

@ Directory(0)

£ Time Profile(0)
‘i Account Code(0)
+-§3 User Rights(9)
‘-8 Location(0)
%% GSSCP_IPO_SE

-

sIP

Line| Transport| Call Details | VolP

Addressing

Association Method

Call Routing Methed

Use P-Called-Party

Suppress DNS SRV Lockups

559 Sys[ &

B4 Lin| L NeW » | Identity

Pl " S "
i< Cof B Cut Ctrl+ X Use "phone-context
E@ Ext{23 Copy Ctrl+C Add user= phone'
1? Use Bl CirleV Use + for International
£ W Gro % Delet Cirl+Del Use PAI for Privacy
elete rl+De

i o She Use Domain for PAI
~@ Sen ) Validate

&;e Inc Callar ID fram :.rnm haa er
..o Dir [ New from Template 4 H Open from file

----- £ Tiny Export as Template |

o W 1D OTEETYY
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Navigate to the directory on the local machivieere the template was copied and select the
template as required.

%" Open - - e
@Q" . » Keyyo » IPO v l 4y H Search IPO ,O|

Organize v New folder 4= w ED '@ |

5 Documents “  Name Date Type Sizg
J’ Music
|e=| Pictures
B videos

| =] Keyyo_IPO12 03/07/2024 15:05 XML Document

+& Homegroup

1M Computer |
&L, Local Disk (C:)

m

G\ﬂ Network
1% DESKTOP-QREVE
GSSCP-PC
WIN-MTUSSEKVE

| WIN-VM1

v 4| m i

File name: Keyyo_IPO12 v [Template Files (*.xml) v]

| Open |v| | Cancel |

The SIP Line is automatically created and can be verified and edited as required using the
configuration described iBection 5.52.
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5.5.2. Manual SIP Line Configuration

On theSIP Line tab in the Details Pane, configure the parameters below to connect to the SIP
Trunking service.

T
T

= =4 =

T
T

SetITSP Domain Nameto a domain name provider by the Service Provider if required,
keyyo.netwas used in this configuration.

SetNational Prefix to 0 andnternational Prefix to 00 so that national and international
numbers can be correctly identified.

Ensure thén Servicebox is checked.

Ensure th&Check OSSbox is checked.

Leave theRefresh Methodat the default value @kuto which results in redNVITE

being used for Session Refresh.

LeaveTimer (seconds)at the default value ddn Demand This value allows the
Session Refresh interval to be set by the network.

Setlncoming Supervised REFERandOutgoing Supervise REFERto Auto.

Default values may be used for all other parameters.

On completion, click th©K button (not shown).

7 SIP Line - Line 17" e -8 X[ v
| SIP Line Transporthall DetailslVolP ISIP Credentials | SIP AdvancedlEngineering!
Line Number 17 In Service v
ITSP Domain Name keyyo.net Check 00S ]
Local Domain Name
URI Type [SIP URI .] Session Timers
Loeation \Cloud v] Refresh Method Auto v
Timer (seconds) On Demand 2
Prefix
National Prefix 0
International Prefix 00
Country Code Redirect and Transfer
Incoming Supervised [Auto v‘
Name Priority System Default v REFER
Outgoing Supervised =
Description REFER iAuto ‘
Send 302 Moved 7
Temporarily >
Outgoing Blind REFER [V
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Select thélransport tab and set the following:
1 LeavelTSP Proxy Address blank

1 SetUse Network Topology Infoto NoneasNAT is not usedn this configuration and

the Network Topology settings definedSection 5.2are not required.

SetLayer 4 Protocolto UDP.

1
1 SetSend PortandListen Port to 506Q

On completion, click the OK button (not shown).

g SIP Line - Line 17*

SIP Line| Transport |Call Details|VolP  |SIP Credentials| SIP Advanced|Engineering|

ITSP Proxy Address

Network Configuration

Layer 4 Protocol [UDP V\ Send Port 5060
Use Network Topology Info [None v] Listen Port 5060
Explicit DNS Server(s) 0 0 0 0 0 0 0 0

Calls Route via Registrar  [V]

Separate Registrar

>

>

.

After the SIP line parameters are defin@ SIP credentials used for registration and
authorisatioron this line must be created. @efine SIP credentialéirst select th&SIP
Credentialstab. Click theAdd button and th&lew SIP Credentialsarea will appear at the

bottom of the pane.

b SIP Line - Line 17*

|SIP Line| Transport| Call Details| Vol |T38 Fax| SIP Credentials |SIP Advanced|Engineering

|| Index UserName Authentication Name Contact Expiry (mins) Register

Add...
Remove
Edit...
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Enter the registration credentials provided by Keyyo as shown below. Cli€kiHritton.

=g SIP Line - Line 17

’SIP LinelTransportICalI DetailslVolP ‘ SIP Credentials iSIP AdvancedIEngineeringE

Edit...

Edit SIP Credentials

User name 331xcoxclb EJ
Authentication Name 3310000006 m
Contact 331xc000d 6

Password esscscscse

Confirm Password escsscscee

Expiry (mins) 60 :

Registration required

After the SIP line parameters are defing@,SIP URKkthat Avaya IP Office will accept on this
line must be created. To create a SIP URI entry, sele@dh®etails taband click onAdd.

2 SIP Line - Line 17* ok -8 X[ v|<]>
|stP Line|Transport| Call Details |VolP | SIP Credentials|SIP Advanced| Engineering
SIP URIs
URI Groups Credential Local URI Contact P Asserted ID P Preferred ID  Diversion Header Remote Party ID ! Add...
Remove
Edit...
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For the compliance tes$|P URI entriesverecreated that matched any number assigned to an
Avaya IP Office user. The entry was creatathwhe parameters shown below.

1 SetincomingGroup. This is the value assigned for
Incoming Call Route settings describediection 58. In the test environment a value of
17 was used for th&eyyo SIP platform

1 SetOutgoing Group. This is the value assigned for outgoing calls that can be selected
directly in the short code settings describe8aation 56. In the test environment a
value of17 was used.

1 SetMax Sessiongo the number of simultaneous SIP calls that are allowed using this SIP
URI pattern

1 ForCredentials, selectl: <033xxxxxx98> from the pulldown menu since this
configuration uses SIP registration

1 SetLocal URI, ContactandP Asserted IDto Use Internal Datafor both theDisplay
name andContent. On incoming calls,His will analyse the Requekine sent byKeyyo
and match to the SIP settings in the User profile as descril&=ttion 57. On outgoing
calls this will insert the SIP settings in the User profile into the relevant headers in the
SIP messages.

1 Leave theDutgoing Calls, Forwarding/Twinning andincoming Calls at their
respective default values Gller, Original Caller andCalled for theLocal URI,
Contact andP Asserted IDcall details.

.
" SIP Line - 17 | Call Details | SIP URI e m— W . g— "
New URI

Incoming Group 17 v Max Sessions 10

Outgoing Group 17 -

Credentials ‘ 1: 331oc00¢ 16 v

Display Content Field meaning
Outgoing Calls Forwarding/Twinning Incoming Calls
Local URI Use Intemal Data v Use Intemal Data v lCaIIer v| [Origina] Caller v {Called 'J
Contact Use Intemal Data v Use Intemal Data v [Callef 'i [Ongnnal Caller v] [Called v‘
P Asserted ID v| Use Intemal Data v Use Intemal Data v ‘Caller v| [On’ginal Caller v] [Called = ‘
P Prefered ID | |None None None
Diversion Header |- lone
Remote Party ID None None None

OK ‘ ‘ Cancel ‘ ‘ Help
The following screenshot shows the completed configuration:
= SIP Line - Line 17 gh-BX|vl<|>
|sP Line‘Transport{Ca" Details |VolP |SIP Credentials|SIP Advanced[Engineeringw
SIP URIs
}URI Groups Credential Local URT Contact P Asserted ID P Preferred ID  Diversion Header Remote Party ID [ Add...
1 17 17 1:33Locccod6 Uselnternal Data UseInternal Data Use Internal Data P
\emove
Edit...
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Select theé/olP tab to set the Voice over Internet Protocol parameters of the SIP line. Set the
parameters as shown below:

T
T

= =4 =

T

SelectSystem Defaultfrom the dropdown menu as system default codecs were already
defined inSection 5.4

SettheFax Transport Support boxto T38 Fallback as this is th@refered method of

fax transmissiorfior Keyyo.

Set theDTMF Support field to RFC2833RFC4733 This directs Avaya IP Office to

send DTMF tones using RTP eventiessages as defined in RFC2833.

SetMedia Security field to Same as System (Disabled)

Check thd_ocal Hold Music box.

Check theRe-invite Supported box to allow for codec raegotiation in cases where the
target of the incoming call or transfer does not support the codec originally negotiated.
Check thePRACK/100rel Supportedbox if early media is required. This was checked
during compliance testing.

On completion, click th©K button (not shown).

Default values may besed for all other parameters.

7 SIP Line - Line 17* g -9 X v
SIP LinelTransporthall Detailé VoIP ‘SlP Credentials| SIP Advanced[Engineerinjj
Codec Selection ‘System Default " 7] Local Hold Music
7| Re-invite Supported
G.711 ULAW 64K 555 G.711 ALAW 64K 7 Codec Lockdown
6.729(a) 8K CS-ACELP =
G.722 64K [7] Allow Direct Media Path
Force direct media with phones
V| PRACK/100rel Supported
Fax Transport Support \T38 Fallback vJ
DTMF Support |RFC2833/RFC4T33 -
Media Security [Same as System (Disabled) v
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Select theSIP Advancedtab and set the following:
1 Check thdJse + forinternational as E.164 numbering is used on the SIP Trunk.
91 Default values may be used for all other parameters.

Note: It is advisable at this stage to save the configuration as descriBedtion 511 to make
the Line Group ID defined iBection 55.2 available
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